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Purpose of the Solution

WatchDOG® for Reg E gives financial institutions a new alternative to their costly manual and ineffective processes
for handling EFT error claims. Using web-based technology, WatchDOG® for Reg E automates every step of the
error resolution process including acceptance of the initial customer notice, the calculation and payment of provisional
credit, the investigative process and the procedures related to final resolution.

The backbone of this solution is a case management system which intuitively guides the user through every step of the
process ensuring the required procedures and customer notices are completed within the Reg E-defined timeframes.

WatchDOG® for Reg E only applies to debit cards (including Visa and MasterCard debit cards) and ACH
transactions. This solution does not apply to credit cards.

Following is a highlight of the features offered in this solution:

Incorporates an automated case management system that aids employees in completing the required
error resolution procedures within the mandated timeframes ensuring Reg E compliance

Generates the appropriate customer notifications, including the initial customer disclosure notice at
claim notification, reducing your teller/CSR paperwork

Reduces losses by lowering your threshold for paying claims without an investigation

Minimizes your risk of civil or regulatory action due to inaccurate or imprecise handling of claims
Uses CSI’s exclusive liability calculator to ensure the credit or liability for customer and financial
institution is properly credited in the event an error did occur

Provides scripted questions for employees handling the claim ensuring all relevant information is
gathered at the time of notice in order to properly investigate the claim

Flexible security features allow for custom roles to be assigned to each user, enabling users to only have
access to the features they are entitled to (see Appendix B)

Configurable Password Complexity rules and self-service passwords

Reporting on claims or impending due dates for claims is readily available via the application dashboard
or reports.

Templates for required customer notices are built into the system for simplification but they can also be
customized based on the specifics of an investigation. The risk of civil or regulatory action due to the
inaccurate or imprecise handling of claims is minimized and financial institutions can perform
centralized querying and reporting of Reg E claim information making compliance with the regulations
and audits easier.

Client configurable options that can be enabled or disabled (see Appendix C):

e Capture Business Names (claims)

e Capture NACHA/Visa Due Dates
e Change the number of rows to display in the Dashboard
e Tracking of Written Confirmation
e Defining Visa versus Non-Visa Network transactions
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Technical Requirements

IE 7.0 or higher; if using IE 10 or 11, must run in compatibility view

JavaScript enabled
Cookies enabled
Pop-Up blockers disabled for this site

Automatic Prompting for Downloads (must be enabled)

This is required to download the PDFs for the claim notices.

Internet Options

Genergl | FecuUrity |Priv}cy || Content | Connections | Programs | Advanced | Security Settings - Internet Zone

Select a zone ko view or change security settings.

@ «@ v 0O

Inkernet Local inkranet  Trusted sites  Restricked

Internet

This zone is for Internet websites,
except those lisked in trusted and
restricted zones,

sikes

Security level For this zone

Custom
Custom sektings.
- To change the settings, click Custann lewgl,
- To use the recommended settings, clic

efault level,

[ Cuskom level,., ][ Default level ]

[ Reset all zones to defaulk level

|
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[ 874 l[ Cancel ] Apply !

tLings

|#| Script Ackivel controls marked safe For scripting™
() Disable
(%) Enable
) Prompt
@ Downloads
@g Automatic prorpting For file downloads
) Disable
. (%) Enable
g% File download
) Disable
(¥} Enable
@3 Font download
() Disable
(%) Enable
(:} Prompk

@tk Frakla MET Frarmawmel cakin

5%

|>

| £

*Takes effect after wou restart Internet Explarer

Reset custonn sektings

Reset to: | Medium-high (default) v | [ Reset..
[ a4 ] [ Zancel
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e Tabbed Browsing Settings — When using Tabbed Browsing, the following setting must be checked:

e Always open pop-ups in a new tab

Tabbed Browsing Settings

Enable Tabbed Browsing (requires reskarting Internet Explorer)

[ ]wvarn me when closing multiple tabs

Always switch to new tabs when they are created

Enable Quick Tabs (requires restarting Internet Explarer)

] ©pen only the First home page when Internet Explarer starts
Cpen new tabs next to the current kab

[] @pen home page For new tabs instead of a blank page

When a pop-up is encountered:
) Let Internet Explorer decide how pop-ups should open
() Always open pop-ups in a new window

(¥} always open pop-ups in a new tab é—

Cpen links From other programs in:
(%) 4 new window
() & new tab in the current window

) The current tab or window

[ Restore defaults K, l [ Cancel
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e Adobe Reader Preference Internet setting to display PDF in a browser must be turned off (per image
below). This will insure that the default Written Statement will display properly.

CSI Regulatory Compliance.
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Preferences

Cateqgories:

‘eb Browser Options

Documents
Full Screen
General
Page Display

30 & Mulkimedia
Accessibility
Acrobat.com
Farms
Tdentity
International
Internet
JawaScript

Measuring {20}
Measuring (307
Measuring {Geo)
Multimedia {legacy)
Multimedia Trust {legacy)
Reading

Search

Security

Security (Enhanced)
speling

Tracker

Trust Manager

Lnits

Updater

[ pisplay PDF in browser

Please make sure this option is not checked.

Allow Fast web view
Allow speculative downloading in the background

Internet Opkions

Connection speed: | LAN

Inkernet Settings...

Cro 1 o
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Logon Procedures

User passwords and security:

e Passwords must consist of at least 6, and no more than 15, alphanumeric characters.

e All passwords are case sensitive.

e Passwords must have at least 1 upper case, 1 lower case, and 1 numeric character. For example,
“YourPassword1.”

e Passwords expire every 180 days and must be reset.

Logon Instructions
At the logon page, enter your Company, User ID and Password credentials, and then click Logon.

Company and User IDs are not case sensitive; however, the password is case-sensitive.

Logon

Company:. RegE-Training?

UserID: John|

Passward:

|:| Remember Me

_." Forgot Your Password?

Remember Me: Check this box to have your logon credentials retained for subsequent visits to this website.

Important Note:

Please see Appendix B for further details on the ‘Forgot Your Password?’ link as this is related to password
security and self-service passwords.
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Password Reset
When logging in for the first time, you must reset the password. Enter the requested information.

Click Save.

Session Timeout

e After logging into the site, the application times out after being idle for 20 minutes. As a result, when the
next action is executed, the focus will return to the logon page.
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Dashboard (home page)

Upon a successful logon, the WatchDOG for Reg E site will be launched.

Navigation Toolbar Dashboard

10232012 Mo Cremt

1023012 Pros. Creal

Nedifo (P oy

Navigation Toolbar — This toolbar contains most of the links necessary to create and search claims, access the
reports and any administrative functions. Only those links to which you have access will be available.

Claim Dashboard — displays an interactive listing of all items due in the next 30 days, in date order, when a
credit or notice due remains to be issued. Use the ‘Action Required’ and ‘Due Date’ columns to determine the
next action and its due date.

Cavim Danhboar

Action required in the next 30 days

oo e Saky 20013 o 06222010 Prav Crect W02

oy ‘ Whon Menry 8222013 Jotn os22/01) Frav._Credt 10062913

\ Select the link to retrieve the claim detail pages.

Click on the Claim ID number to retrieve the claim information pages.
Note: retrieved claims are opened in a separate window.

Reset Password — is available to all users, giving them access to change their passwords at any time.
L_ogout — used to log out of the site

Help (?) — provides access to a combined administrative and user manual
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Claim Management Menu

In the Navigation toolbar, select the Claims Management section header. The tools for the resolution process are
within this section. Following, each item link will be reviewed.

#4 Navigation

John
[reset password] | [logout]

Dashboard
Search Claims
Create New Claim
New Claim Wizard

Reports:
JAdministration

Dashboard Link

Selecting this link will always return the focus to the Dashboard page, regardless of the current page selection.

&4 Navigation e

John
[reset password] | [logout]

Dashboard <d—

Search Claims

New Claim Wizard

i

m.
. Administration
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Search Claims Overview
Use this link to retrieve a claim that has been previously entered into the system.

i #4 Navigation e

John
[reset password] | [logout]

Dashbeard
Search Claims

Create New Claim

New Claim Wizard

Administration

This page provides a variety of search fields to narrow the search.

Lot e |
Accousl tumeer |
Siet Bl | c01sz01) (ST @b | 0322013 (i

e Asadefault, the Start and End Date fields are set to the last seven days.

e The Claim Type is set to Both Types. The other available options are Lost or Stolen Access Device and
Periodic Statement.

e The Claim Status is set to ‘All’. Here, the other three options are Open, Closed, and Bank Withdrawn.

e The Created By and Modified By fields can be used to determine claims created and/or modified by a
particular user.

CSI Regulatory Compliance. Page 13
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Steps to search claims
1. You may accept the defaults or populate any necessary search fields. Then, click on the Search button.
2. Use the Clear button to return the search fields back to the defaults.
3. The Search Results section displays the records based on the defined search criteria.
The results grid returns a variety of information about the claim record. Use the Claim ID link to retrieve
the record in the Claim Information pages. The claim will be retrieved and displayed in a separate
window.

Create New Claim Overview

There are two methods available to create a new claim: via the Create New Claim or New Claim Wizard links. In this
section, a description of all tabs and fields within the claim creation page will be reviewed as well as the steps in

which to create and process the claim.

Required functions to gain access:
e Claim Creator: to the Create New Claim link

e New Claim Wizard: to the New Claim Wizard link

John
[reset password] | [logout]
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Claim Information tab
The fields on this tab are used to collect customer, account and important date information.

Instructions on creating a new claim
1. Click the Create New Claim link to launch the Claim Detail page.
This page consists of several tabs where each is labeled with a name.
The data on the Customer Information page must be saved prior to accessing the additional tabs.
Note: All required fields are labeled with an asterisk.

2. Inthe Customer Information tab, populate the required fields and any optional data fields, click on the
Save Details button.

Upon initial creation of a Lost or Stolen Access Device type claim, the provisional and final credit due dates are
populated with values based on the provisional credit settings within the configuration settings. For a Periodic
Statement type claim, the dates default to 10 business days for an existing account and 20 business days for a
new account.

Note: If the provisional credit settings are set to a value less than 10 business days, i.e. — 5 business days for
Visa; then the provisional and final credit due dates can be manually changed to a maximum of 10 business
days.

Description of fields within the Customer Information tab

This page (or tab) contains fields to collect the account holders demographic and high level claim information as well
as additional authorized users for the debit card holder.

Claims are categorized into two types:
1) Lost or Stolen Access Device;

2) Periodic Statement.

Recors wias aucceas iy seved

Customer information |' Claim Notes Attachments | Transactions ] Account Credit Workshest | Notices I Mistory

Print/Srternst Notes Pont/Pubhc Notes

Customer Rame
Last Hame * [Sman First hame * [ane
Medie hame | Prefn | - Asas |
Cuntomer Addrass Contact imtormaton
Adgrews (123 Butieefly Lnva e Typs | -
| Aterraie Phone | Type: | T
Tty [Chaross Foox Surer |
Country. | Unzes States - £-Mae
SiseSraviecs [naon Zaoka v | Z9 Cose [12245 Aterrate E-lad
Arzourt Wlormanon
i USRS Options:
Accont hurser* [\ 23123121123 Acceurt Type: [Checing (004) [ e Checkings (DDA)
Accosnt Open Dafe* | 057152008 Optional tax id field z Tan 0 (S50} | Savings (SAV)
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Primary function buttons

Clone Claim: This optional feature provides the ability to create a new claim from an existing claim.

Print/Internal Notes: Select to print the details of the claim as a PDF or Microsoft® Excel spreadsheet. This option
includes any ‘internal notes’ that were saved with the claim.

Print/Public Notes: Select to print the details of the claim as a PDF or Microsoft® Excel spreadsheet. This option
includes any ‘public notes’ that were saved with the claim.

Save Details: There are two of these buttons; one located at the top and the other at bottom of the page. Select either
to save the record.

Sections within the Claim Information tab

Following, each section of the claim details will be reviewed. We will begin with the Customer Name, Customer
Address, Contact Information and Account Information sections.

Customer Name: the Last Name and First Name fields are required.

Customer Address: all fields are optional. However, it is highly recommended that the Address, City, State and Zip
Code fields are populated.

Contact Information: all fields are optional. However, it is highly recommended that the Phone number is collected.

Account Information: The Account Number and Account Open Date fields are required. The Account Type field
defaults to Checking; the other option is Savings. The Tax ID field is an optional field that accepts a nine digit value.

Claim Information: The fields in this section are used to collect information regarding the claim. Following the
image is a description for each field.

e b TR e ettt e e e i ——— P — o PV
Chaum Informaton =¥ e armmms WO S

Clam Type * | Lost or Stalen Access Devee | w Ciam Enteres |

Clars Sates | Oze w ! Locates: | Last Nosfies |

Has castamer previeusly resoned any ofer cars ! Yes L]

— o P ——
™ Nl — _—

The following fields pertain to the Lost or Stolen Access Device and Periodic Statement claim types:

Claim Type: The field defaults to Lost or Stolen Access Device. The other option is Periodic Statement (for ACH
transactions).

Claim Status: The status defaults to Open; the claim can be either open, closed or bank withdrawn. Typically, the
claim will be closed by the user upon the completion of the claim resolution process.

Location: This is an optional field where the bank or branch location may be documented.

Claim Entered: These fields are automatically populated when the claim is saved. The fields are not editable.

CSI Regulatory Compliance. Page 16
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Last Modified: These fields are automatically populated and updated when any edits are saved. The fields are not
editable.

Has customer previously reported any other claims? Yes/No: Prior to selecting Yes or No, use the Search button
to locate any existing claims for this customer. When Search is selected, customers where the last name, account
number or Tax ID matches will be returned.

Search: Select this button to locate any existing records in the database where the first and last names or the account
number or the Tax ID matches. If so, a separate window will display with a list of records. The results are view only.

Depending on the selected claim type, the questions below this field will vary.
First, the Lost or Stolen Access Device fields will be listed; the Periodic Statement fields will follow.
Card/Access Device Information:

Card Number: This is an optional field to collect the card number. The field accepts up to 25 digits. In addition, this
can be printed on the disclosure notice as the full number or masked to print only the last four digits.

Debit Card Type: Visa/MasterCard/Other: By default, ‘Other’ is selected. If Visa or MasterCard is selected,
then another question will be displayed (see next statement). In addition, the provisional credit due date will be
calculated based on the associated field value set in the configuration settings page. Please see the Provisional Credit
Settings section on page 58 for complete details of all configuration settings.

Note: The last saved setting will be retained until another card type has been selected or the cookies in the
browser have been deleted; if deleted, the Debit card type field will default to ‘Other’.

Does the customer qualify for zero liability? Yes/No/Unknown: By default, a value is not selected. If Yes is
selected, the customer liability will always be calculated as zero (0). If Unknown is selected, the zero liability will be
calculated per a setting in the configuration page (see image below-Zero Liability default field). Prior to calculating
and issuing final credit, either Yes/No must be selected.

How many debit cards are issued against this account?: The default value is 1. The drop down menu consists of
numbers 1 to 10.

Is the access device in your possession? Yes / No: By default, a value is not selected. This is an optional question.

Was the access device: Lost/Stolen/Unknown: By default, Unknown is selected. Select the radio button next to the
correct option.

Date customer became aware access device was lost or stolen: This is a required field where the user must enter a
valid date or use the calendar control to select the date.

Have any other parties, not on the account, previously been authorized to use the card? Yes/No: This is an
optional question. If Yes is selected, an Add Authorized User button will become available after the claim is saved.

CSI Regulatory Compliance. Page 17
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Add Authorized User:

[

Claim Management | Authorized Persons

Authorized Users Save Delete Cancel
Other Authorized Users

First Mame:*® Saly
Middle Name:
Last Mame:*® Wilzon

Relation=ship: Friend

Did you disclose the PIN number to this authorized user? @ yves () No

Did you revoke this users authorization? @ ves | No

By 4 be? Bank has been notified.
ease describe?

When the Add Authorized User button is selected, the above image will display. The First Name and Last Name
field are required. The remaining fields are optional.

Select the Save button to retain the information. Select the Cancel button to close the window without saving the
changes. See the following image for an example of how the name is then displayed in the claim information page.

Once the authorized user has been added, it may be deleted at any time. When retrieving the user information, a
Delete button will be displayed. Use this button to delete the user.

Have any other partiez, not on the account, previously been authorized to use the card? (*)Yes (_ No

Add Authorized User

Wilson Sally Friend

CSI Regulatory Compliance. Page 18
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Important Dates: The dates in this section are very important in setting the provisional credit and final due dates as
well as determining which tier transactions should fall.

important Dotes

Clain Reponed *| 30222013 I Provisnsl Credt Dus * | TRDSNIF i) Finsl Cract Owe *| 38292012 .

Date of statement on which 182 repamed transaction apgeared 0d222200)

If e bank was 20ified afler B togured Repant By dale NSCade Na regsen v he deay

Claim Reported: This date represents the date the customer actually reported the claim to your institution. By
default, this field contains the current date. The maximum number of days to backdate this field is as follows:

e Periodic Statement: up to 10 business days from the current date.
o Visa and MasterCard — up to 5-10 business days based on the client configuration settings.
e Other — up to 10 business days from the current date.

In reviewing the following sample image of the Configuration Settings, the Visa Network Provisional Credit
Timeframe value is set to 5 business days, the Non-Visa Network Provisional Credit* is set to 5 business days and the
MasterCard Provisional Credit Timeframe is set to 10 business days.

*Important Note: The use of the Non-Visa Network Provisional Credit Timeframe is only used if the Visa Network
Transaction Checkbox option is checked in the Other Options tab. Please see Appendix B for further details.

Muodity Configuration Settmogs

Provisional Credit Settings

Viaa Netwak Proviseoal Creck Tireframe (days)
Nos-Vise Network Provisoasl Credt Tmedrare (days |
Usstercard Provisnsal Tredt Tivetrame (Sys

Zore Lnbrity Defwilt (when Urdnown)

Provisional Credit Due: This date is set when the user enters the Claim Reported date and tabs out of the field.

Based on the account open date, it is determined if this is an established or a new account. Therefore, the provisional
credit due is set to 10 (existing account) or 20 business days (new account).

Final Credit Due: This date is set when the user enters the account open date and tabs out of the field.

Based on the account open date, it is determined if this is an established or a new account. Therefore, the final credit
due is set to 10 (existing account) or 20 business days (new account).

The date in this field will automatically update when/if provisional credit is granted.

Date of statement on which 1% reported transaction appeared: This is a required field. If not completed by the
user, the field will populate with the current date when saved.
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If the bank was notified after the required Report By date, indicate the reason for the delay: This is an optional
field that accepts free form alphanumeric text.

The following fields pertain to the Periodic Statement claim type:

When the claim type equals Periodic Statement, only three of the questions apply. Please study the following image to
identify the questions that are associated with this claim type. Below the image is an explanation of each field.

Claim Information

[ ClaimType * | Pariose Statement - ] ClamEmered: |

Chaen Siatus | Gpent - Lacwwn Lant Modded
Has customer prevously regorted ey olter Claems 7 Yos . Mo  Seaich

CardAczass Duyrce kformation
Card Numer |

important Dates

Coeim Aaportes *| 00220013 Provaensl Credt Due * Freal Cract Dus *

Date of statement on wiich 18 reparted iransaction appeared

If e btk was 20ified 30 Be cequred Repart By dule. ndcate he resson tor the delay

|
i . oo == o .
- e ~——tf? —n. e ® S <P

Has customer previously reported any other claims? Yes/No: This is an optional question. By default, an
option is not selected. Prior to answering this question, you may elect to use the Search feature to identify any

previous claims for this customer.
Search: Select this button to locate any existing records in the database where the first and last names or the account

number or the Tax ID matches. If so, a separate window will display with a list of records. The results are view only.

Card Number: Optionally enter the applicable card number.

Date of statement on which 1% reported transaction appeared: This is a required field. If not completed by the
user, the field will populate with the current date when saved.

If the bank was notified after the required Report By date, indicate the reason for the delay: This is an optional
field that accepts free form alphanumeric text.
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Claim Notes tab
Two notes fields are available within the Claim Notes tab: Internal and Public Notes.

Following are the differences between these fields:

e Information added to the Internal Notes section is audited and saved to the Internal Notes History section,
when saved.

e The Public Notes are not audited.
o There is a placeholder to optionally include Public Notes on disclosure notices (via the notices builder).

Note: Each data entry field accepts up to 1500 characters.

[} Cuien Detail o x

| Accowst Credit Workshest Notices

All data entered and saved In this
field is audited.

Pubshic Notes:

[Puklic Notes are nos acdited: haoweves, these notas are spoicnally incloded on the discloeure notizes

o Data entered and saved in this field is not
audited. However, a placeholder is optionally
available to include Public Notes on the
disclosure notices.
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Attachments tab
If your institution requested this feature, it will appear as seen in the following image:

Clatm 0 108292

Customaer Information Claim Motes Trarsactions Account Credit Workshest Notices Hastory

Altachments

Mo atachinerts 1o s Clam

There are two functions associated with this feature:
o Attachment Management: enables access to upload and delete attachments to a claim.
e Attachment View: enables access and open the attachments for read purposes only.

The maximum file size to upload per attachment is 2MB.

Claim K w0182
" Customer momaton | Gl otos | stachmes | Trasactons | Accoum redtiorksheo | onces | Witon |

Attachments

L —
Na aftachrmits %or this claim

Select this button to add an attachment.

The Attach File button is available to those users who role has been assigned the Attachment Management function.

Upload an attachment
1. Select the Attach File button to access the Attachment Upload box.

[ Attachment Upload

Attachment Upload

Attachment Upload

Filename:

File Description:

2. Click on the Select button to browser for the file to upload.

3. After the file has been selected, optionally use the File Description text entry field to enter a description
of the file being uploaded.
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Claim Management | Aftachment Upload

Attachment Upload

Attachment Upload

— r

| samplel.pdf | select Clear

[TTE Des T oo,
Thiz i= a =ample training file for upload...

4. Once the file has been uploaded and the optional description has been entered, click on the Upload
button.

After the file has been uploaded, a confirmation message is returned.

Claim Management | Attachment Upload
Attachment Upload

Attachment Upload

Filename;

Message from webpage

File Description: I

_ Thefollowing file was uploaded successfully:
__lé File name: Samplel.pdf

5. Click on the OK button to return to the Attachments list.

et i VA2

I R e e e e

Attachments

Goopee! pgt Tha & A sample Yaang Me B ugosd Jotw DAR2MI 247 CT Dente
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Retrieve / Delete Attachments

From the Attachments list, additional files may be uploaded, the existing file may be reviewed by selecting the
File Name link or the file may be deleted by selecting the Delete button.

Retrieve and Read Attachments

For those roles assigned only the Attachment View function, the File Name link will be available for the
purpose of ready only access to the file attachments.

Transactions tab

The functionality behind this tab allows for all transaction related to the claim to be entered and managed. Depending
on the claim type, a different set of questions/fields will be displayed. Here, we will review the claim type of Lost or
Stolen Access Device.

When this tab is first selected, no transactions will be returned in the list. In the following image, for transactions
already created, it is easy to identify pertinent information about the transaction.

[7) Cuien Detail o x

Charm I 005292
Customor informatics | Clalm Notes m Transacnoas Account Cradt Worksden mm

Transaction List

Click the link to view the details of the transaction. Select this button to create a new transaction.
At a glance, details such as the Transaction ID, Date the transaction was created, the status of the investigation, the
SEC code, amount and merchant, as well as the Modified By and Date is displayed.

e To review an existing transaction, click on the number value in the Transaction ID column.
e To create a new transaction, click on the New Transaction button.
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Instructions to create a transaction(s)
From the Transaction List page select the New Transaction button. The Transaction Detail window will
launch.
1. Select a SEC code, if known at the time; otherwise, the code will default to Unknown.
2. Populate all required fields (denoted with an asterisk *).
3. Select one of the two Save options:
e Click the Save button to retain the data and continue working on the same transaction.
e Click the Save/New button to retain the current transaction data and then clears the fields in order
for a new transaction data to be entered.
4. When the transaction(s) have been completed, click the X in the top right corner of the transaction detail
page to exit and return to the claim detail pages.

Explanation of the Transaction Details fields
When the New Transaction button is selected, the following page will display where there are three section tabs:

e Details — all required data (denoted with an asterisk) must be populated prior to saving the
transaction.

e Recurring Info —fields to optionally collect information relating recurring transactions.
e Investigation - used to set the investigation to complete and assign a final disposition.

'[gw.uwoc.neg: g x

Transaction Oetadl - Tran &x 1010008 . Clai i 1045292

[oeuss | recrtmguio | rssgein |

Transaction Detalls

Transaction information

Cinim Crossed: | Transacton Created |
Clawm Modified. | Transacton Mected. |
Trannactan Dutsis Transacton Amoums
stcCade [POS [ 0D ameant+ s 12200 =
ComReasor®  Incorrect A oy weed T Authorized Ameunt* $ |
Transackon Oute:* | ognzzts. iy Recovored Amount S[V
Merchant Detatls
Merchant Name " [E.lc! nc
Astress |
cey. |
Ceuntry: [L‘ nde Stales -
StateFrovece: | [+l zpcose [
Prane Number
Emai Adsress |
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Following is a brief explanation for each field in the Details tab:

Claim Created - Date and by: these fields are automatically populated when the claim is saved. The fields are not
editable.

Claim Modified — Date and by: these fields are automatically populated and updated when any edits are saved. The
fields are not editable.

SEC Code: this is a required field. This drop down menu contains a set of SEC codes. The default value is set to
Unknown. Prior to calculating Final Credit, a valid SEC code must be selected.

Click on the drop down menu arrow to make a selection.
Note: A complete list of the SEC codes may be found in Appendix A of this document.

Transaction Date: this is a required field. Enter the date of the transaction that is in question. The date may be
entered manually using the mm/dd/yyyy format, or use the calendar control to select the desired date.

Amount: this is a required field. Enter the transaction amount where the format is in dollars and cents such as 100 or
100.00.

Recovered Amount: available to optionally and manually record any funds recovered for the transaction. No
calculations are performed on this field as it is for documentation purposes only.

Merchant name: this is a required field. Enter here the name of the merchant where the transaction took place.

Merchant address and contact: this is optional information.
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Following is a brief explanation for each field in the Recurring Info tab:

Transaction Detail - Tran I1D: 1018605 - Claim 1D: 1015202

Recurring Transaction

Recurring Transaction

Has customer previously reported any other claims invelving this merchant? @ ves " No
Has customer previously authorized the merchant involved in the claim to initiate transactions? @ Yes () No
If yes, indicate the frequency: ") One-time Debit @ Recurring Debit
Date of last authorized transaction: | 08/03/2013 E

Was the merchant notified that the authorization was revoked? @ Yes () No

Notification Methed: | In Writing :
Diate: | 07/01/2013 E

Was the bank notified that authorization was revoked? @ Yes () Ho
Notification Method: | By Phone :
Date: | 08/05/2013 [

If yes, were Stop Pay instructions given for the appropriate amount and at least 3 days prior to posting? °

Has customer previously reported any other claims involving this merchant? Yes/No: this is an optional field.
By default, neither of the radio buttons is selected. If applicable, select one of the radio buttons.

Has customer previously authorized the merchant involved in the claim to initiate transactions? Yes/No: this is
an optional field. By default, neither of the radio buttons is selected. If applicable, select one of the radio buttons. If
Yes is selected, see the next two fields.

If yes, indicate the frequency: One-time Debit/Recurring Debit: this is an optional field. By default, neither of the
radio buttons is selected. If applicable, select one of the radio buttons.

Date of last authorized transaction: this is an optional field. Based on the answer in the field above, enter the date of
the last authorized transaction. The date may be entered manually using the mm/dd/yyyy format, or use the calendar
control to select the desired date.

Was the merchant notified that the authorization was revoked? Yes/No: this is an optional field. This field is
available only if the question ‘Has customer previously authorized the merchant involved in the claim to initiate
transactions?’ is set to Yes. By default, neither of the radio buttons is selected. If applicable, select one of the radio
buttons.

Notification Method: the two additional fields will be enabled if the answer to the above question is set to Yes.

In the first drop down menu field, the default is set to blank. To select the option of In Writing or By Phone,
select the drop down menu.

The associated Date field is optional. The date may be entered manually using the mm/dd/yyyy format,
or use the calendar control to select the desired date.
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Was the bank notified that authorization was revoked?: this is an optional field. This field is available only if the
question ‘Has customer previously authorized the merchant involved in the claim to initiate transactions’ 1S Set to
Yes. By default, neither of the radio buttons is selected. If applicable, select one of the radio buttons.

Notification Method: the two additional fields will be enabled if the answer to the above question is set to Yes.

In the first drop down menu field, the default is set to blank. To select the option of In Writing or By Phone,
select the drop down menu.

The associated Date field is optional. The date may be entered manually using the mm/dd/yyyy format,
or use the calendar control to select the desired date.

If yes, were Stop Pay instructions given for the appropriate amount and at least 3 days prior to posting?: this is
an optional field. This field is available only if the question ‘Was the bank notified that authorization was revoked’ is
set to Yes. By default, neither of the radio buttons is selected. If applicable, select one of the radio buttons.

Print: use this to optionally print the entire details of the transaction.
Save: click the Save button to retain the transaction information.

Save/New: use this option to retain data for the current transaction and clear the field to collect data for subsequent
transactions.

Use the X button in the transaction window to close the page.

Delete: once the transaction is saved and retrieved, a Delete button will be displayed where the transaction may be
deleted, if desired.
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Following is a brief explanation for each field in the Investigation tab:

Transaction Detail - Tran ID: 1018608 - Claim 1D: 1018202
ransaction successfully saved.

Details Recurring Info Investigation

Transaction Investigation

Investigation
Tr ion Details Transaction Dates Claim Dates
Investigation Complete: |:| Investigation Completed: Claim Created:
Disposition: | Unauthorized Revoke Date: ’7 Claim Modified:
Hint Text: Prov Credit Due:
Revoke Notice Due: roven ue
. Final Credit Due:
Revoke Notice Sent: naten ue
Hotes

Notes History:
08/22/72013 2:55 PM — John - When saved, data entered in the add Notes field is saved to the Notes history field. -

Add Notes:

¥ T N e s i T T e e G a e e e g

Investigation Complete: by default, this option is not checked. This option must be checked prior to
calculating and issuing final credit. In addition, this must be checked prior to revoking provisional credit for a
transaction.

Disposition: by default, the disposition is set to Unauthorized. This field remains disabled until the
Investigation Complete has been checked. The system generated options for this field are listed below.
However, custom dispositions may be created where new defaults are set. Please see the Configuration Settings
in the Administration section for further details.

¢ Revoked Provisional-Merchant Credited: this option is only available if provisional credit has been
issued. Use this option if the merchant credited the customer after provisional credit was issued.

¢ Revoked Provisional-Customer Authorized: this option is only available if provisional credit has been
issued. Use this option if the investigation deemed the customer authorized the transaction.

e Customer Authorized — Provisional Never Issued: this option is only available if provisional credit
has not yet been issued.

e Withdrawn — By Bank: use this option if the bank withdraws the transaction prior to or after
provisional / final credit has been issued.

¢ Withdrawn-By Customer: use this option if the customer withdraws the transaction prior to or after
provisional / final credit has been issued.

e Merchant Credit-To Customer: use if the merchant credits the customer prior to or after provisional /
final credit has been issued.

e Unauthorized: use this option if the transaction has been deemed unauthorized.

Investigation Completed: this is automatically populated when the Investigation Complete status has been set.
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Revoked Date: this is automatically populated when the Disposition is set to one of the Revoked statuses as the
final disposition.

Revoked Notice Due: this is automatically populated when one of the Revoked statuses is set as the final
disposition.

Revoked Notice Sent: this is automatically populated when a revoked notice has been printed.

Claim Dates section: these fields identify when the claim was created and modified as well as when
provisional and final credit is due.

Notes section: optionally enter notes related to the transactions via the Add Notes field. When saved, the data
will be moved to the Notes History section where an audit trail is tracked.

Save: use these buttons to retain the input data with the transaction.

Account Credit Worksheet tab
This tab contains fields to calculate and issue provisional and/or final credit.

Prior to introducing the sections and associated fields within this tab, let’s go through a brief review of the Reg E
compliance tier level structure for the claim types, which was used as the model for calculating the customer’s credit
and liability based on the information provided within this solution.

The two types of Claims:
1) Lost or Stolen Access Device, where any combination of tiers 1, 2 and 3 are involved,;
2) Periodic Statement, where only tier 3 is involved.

Tier 1 —if notice is given within 2 days of becoming aware of missing device the maximum liability is
$50*.

Tier 2 — if notice is not given within 2 days the maximum liability is $500**.
Tier 3—if notice is not given within 60 days of statement date the liability can be unlimited.
A claim may contain multiple transactions that may consist of any or all tiers.

If the claim cannot be resolved within 10 business days*, for existing customers, then provisional credit
must be issued.

For new customers (31 calendar days or less), then the resolution date is 20 business days, or provisional
credit must be issued.

If provisional credit is issued, then the final credit date is extended to 45 calendar days (from date of  notice)

Exception to this rule where the resolution (final credit) is extended to 90 calendar days (from date of notice)
regardless of claim type:
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e New Customers
e POS transactions
e |AT transactions

* - Depending on your institution setup, the provisional credit due dates could vary from the 10 days (see Appendix C
for client configurable options)

Instructions to calculate Provisional Credit

1. Select the Provisional Credit button.

2. Enter any interest and fees associated with the applicable interest/fees field for the claim.
3. Click on the Calculate button and review the results prior to saving.

4. Click on the Save Worksheet button to retain the calculations.

Instructions to issue Provisional Credit

1. Prior to issuing provisional credit, ensure credit has been calculated and saved (see prior section).
2. Inthe Provisional Credit section, enter the date in the Issue Date field. Manually enter the date using the
mm/dd/yyyy format or use the calendar control.

Provisional Credit Final Credit Claim Information

Credit Due:_09/06/2013 Credit Due:  09/06/2013 Claim Entered:  [0a222012

Credit Issued Credit lssued: Claim Reported: '7
Credit Notice Due:  nfa Credit Motice Due:  n/a Claim Type: |

Notice Sent: n/a Notice Sent: n/a Claim Status: ,7

3. Click on the Save Worksheet button to retain the date and automatically adjust the Credit Notice Due as
well as the Final Credit Due date.

Provisional Credit Fina| Credit Claim Information

Credit Due:  09/06/2013 Credit Due:  10/06/2013 | Claim Entered:
Credit Iszued _ Credit lssued: Claim Reported:
Credit Notice Due| 08/26/2013 Credit Motice Due: n/a Claim Type: |
Notice Sent: n/a Notice Sent: n/a Claim Status:
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Instructions to revoke Provisional Credit

1.

Revoking credit is performed via the Investigation tab.

Transaction Detail - Tran ID: 1018603 - Claim 1D: 1018202

m Recurring Info Investigation

Transaction Investigation

Investigation

Transaction Details Transaction Dates Claim Dates

Investigation Complete: Investigation Completed: | pamampqs Claim Created: [=22201 >

Disposttion: | Revoked Provisional - Merchant Credited =] o R —— Claim Modified: ;2 /22/2012

Hint Text: i o T
\Re\rnkeNmiceDue: 082712013 Prov Credit Due: |o/05201

Final Credit Due: |1 0/5/2012

Revoke Notice Sent: I

2.
3.

n_saved, data entered in the add Notes field is asved to theglore

Select the Investigation Complete checkbox

From the Disposition drop down menu, select one of the Revoked options. When credit is revoked for
any (or all) of the transactions, the Next Action Due is to print a Revoked Notice. The revoked notices
are available for printing via the Notices tab. If more than one transaction is revoked within the claim,
there is an option to select which transactions to print on the notice.

Instructions to calculate Final Credit

1.
2.
3.
4.

Select the Final Credit button.

Enter any interest and fees associated with the claim.

Click on the Calculate button and review the results prior to saving.
Save the worksheet.

Instructions to issue Final Credit

1.

N

ok

Prior to issuing the final credit, each transaction within the claim must have a completed investigation
status. In addition, the Zero Liability option (on the Claim Information tab) must be set to either Yes or
No.

From the Account Credit Worksheet, select the Final radio button.

Prior to calculating credit, if applicable, enter values in the interest and fees fields.

Select the Calculate Credit button. Review the calculations for validity.

Select the Save Worksheet button.

In the Final Credit section, enter the date in the Credit Issued field. Manually enter the date using the
mm/dd/yyyy format or use the calendar control.

Click on the Save Worksheet button to retain the date and automatically adjust the Credit Notice Due
date. Once saved, the Credit Issued date field is no longer editable.

The Credit Notice Due date will be updated to reflect the deadline date on which to send the notice.
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Claim Information

Credit Final Credit
Credit Due:  09/06/2013 Credit Due:  10/06/2013 Claim Entered: [08/22/20132
Credit lssued: | 08/22/20132 H Credit lszued: | D8/22/2013 Claim Reported: |0
Credit Notice Due:  08/26/2013 Credit Notice Due:  08/27/2013 Claim Type:  |Perio
Notice Sent: nfa Claim Status:

Notice Sent: nfa

Note: See the next sections for further explanation of all fields on the Account Credit Worksheet tab. Then, the
Notices tab information will follow.

Explanation of Account Credit Worksheet fields

Transactions, Fees and Interest

Customer Information Claim Notes Attachments Transactions AccountCreditWorksheet 7 Hotices History -

Calculate Save Worksheet

Account Credit Worksheet

Credtis: (2 provisional ) Final

To ensure proper credit, the customer's balance should be adjusted by the amount of each wunauthorized transaction for which the bank is liable. Any fees that would have not
been charged had the unauthorized transactions not occurred showld be identified and refunded. Such fees include, but may not be limited to, NSF/OD fees, transaction fees,
and service charges incurred if minimum balance is not maintained. In addition, accrued and/or interest paid should be adjusted accordingly.

Transactions, Fees and Interest

Date of statement on which first unauthorized transaction appeared: AMZ22010 (+80 days) 12212010
Total number and dollar amount of transactions included in the claim: #3 1 5539.00
If account iz interest bearing, determine interest owed: 0.00
Total fees for which customer is not liable: 0.00
Total fees for which customer is liable: (not included in claim totaly 0.00

This section contains the number of transactions and amounts as well as fields to enter any interest owed or fees that
the customer may or may not be liable. In addition, information such as the Date of statement, plus 60 days, is carried

over the Claim Information tab.
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Lost or Stolen Access Device Calculations

By default, this section is collapsed (or hidden) when the page first displays. Click the — or + sign to collapse or
expand this section.

Date customar RET2Q ACCEs device wis masing’ 03122013 {+2 busneas days) CBHA2013
Ter 1

[ Elgble Transactions oczurmng Mmrougn 08142013 $205.0

| & iga

| 1012813 122813 " POs 25000 0w 080 tesi
1018634 DI 2313 N CER L0 0RO $0.00 tesmt rrirs
J M liabatity under R E 00 |
Tier 2
i Exptie Transacions accurmag afar 0814013 uad through Y021/2043 $40.m 1
| & Hide
1018512 D& ) " s $50 0 9w N0 Tesang BRI
: Hunarum sbty akawes wdet Regsieton ¢ wom
Lonst svwnumd fram Tier | $.m
Laast wresutl fram Tier 2 ®.m
: Maximum of Tier § and Tier 2 Liabdity: w.m
Ter 3 , : : :
X the aigviie (ransaction ppsaned 00 4 reguiar Satement mode SravaDIe 10 e Cusitaer ante 3 19 s inveete e fodiowing:
| Tetw 208 amount o ransactions posted after 10242011 [Cusoner Liatéty) .00
fic) :
R . s T A e e TN T

Here, the ‘Date customer learned access device was missing’ is carried over from the Customer Information tab and
adds two business days, indicating the two day timely notice given policy.

Each of the three tier sections include the maximum liability amount as well as transactions occurring after or through
the dates presented in the statements as seen in the above image.

Following is an example of this same section when a Periodic Statement claim type is involved.
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Hide Periodic Statement Calculations

This is the only section that varies when the claim type is a Periodic Statement. Here, only Tier 3 is involved. In the
following image, a $750.00 transaction occurred after the specified date of 01/30/2009, which was 60 days after the
statement date.

[ Hide Periodic Statement Calculations

Tier 3
If the transaction appeared on & reguiar statement made available to the customer prior to the claim, indicate the following:

‘ Total dollar amount of transactions posted after 01/3002009 (Customer Liability): §750.00

Liability and Credit Totals

After calculating, the customer’s liability or credit is indicated in the sub sections - Liabilities and Credits. Included in
each section are any fees or interest involved in the claim.

. S oy Tz - P T B T . PR —_——rmm T == e, - - T
“‘Efablll-rjf’aﬁc?'c're’cn dotals” v T iaad e -
Liabilities
Claim Total: $589.00
Customer's Transaction Liability (Tier liability + withdrawn/no error transactions): $459.00
Show - Withdrawn (Ho Error) Transactions
Customer's Liability for Fees Assessed: $0.00
Total Customer's Liability: $459.00
Credits
Tranzactional Credits: $100.00
Adjusted Fees Credited (bank fees - customer fees): $0.00
Interest Credited: $0.00
Total Account Credit: $100.00
Provisional Credit — | Final Credit Claim Information
Credit Due:  11/05/2010 Credit Due:  12/0642010 Claim Entered:  [10/22/2010
Credit lssued: ] Credit Issued: | Claim Reported:  |[10/22/2010
Credit Motice Due:  10/26/2010 Credit Motice Due:  nfa Claim Type: |L|:|51 or Stolen Access Device
Motice Sent:  nia Notice Sent: nfa Claim Status:  |Open
M ol - o, b s L S o M I e, e R T e Y
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Provisional Credit and Final Credit

Primarily, these fields are used to issue credit as well as view the dates in which credit is due and when the notice
should be sent. The Notice Due dates are populated when the credit is issued. The Notice Sent date is automatically
populated when the notice is printed via the Notices tab.

Worksheet Completed By
This field represents the current user accessing this page.

Calculate and Save Worksheet
These buttons are used to calculate the claims and save the calculations.

The next section will review the steps to calculate the liability and credit for the following scenarios:
Lost or Stolen Access Device and Periodic Statement claim types

Calculate Provisional Credit
Issue Provisional Credit
Calculate Final Credit

Issue Final Credit

In all scenarios, a disclosure notice may be printed for delivery to the customer.
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Notices tab
The fields in this tab provide the ability to print disclosure notices for the applicable credit issued for the claim.

Print the Provisional Credit Disclosure Notice
In order to print this notice, we will need to proceed to the Notices tab. Following is an image of the features behind

this tab.

Wrixes Statemest

Prosmonsl Creat Provisional Credt

From the Provisional Credit drop down menu, select the applicable notice.

Click on the Print button that is associated to the applicable provisional credit notice.

From this window the notice may be printed using the File/Print menu option.

Once the disclosure notice is printed, the Notification Sent date field in the Notices grid will
automatically populate with the current date. If the notice was printed/issued prior to the current date,

enter the date and select the Save button.

POONME

After the notice has been printed, the Notice Sent date in the Account Credit Worksheet will be updated with the
printed date.

Provisional Credit
Credit Due: 09/06/2013

Credit lzzued: 0&/Z212013
Credit Motice Due: 08/26/2013
Motice Sent:  08/22/2013
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Print the Revoked Provisional Credit Disclosure Notice
In order to print this notice, we will need to proceed to the Notices tab.

Witten Gaatervent nh

| gy | —
Frovmsnal Crese Proasional Creda = ofZZu1 03287053 | 08222013 T Pt
|
|

Znge Tran Rweoke Singla Tran Revoke (%] lf— o801 [ -1 T

1. In the revoke notices drop down menu, select the applicable notice.
2. In the Revoke Notices row, select the Print button.

Note: If multiple transactions within the claim are revoked, you will select the ‘Multiple’ link (as seen in
the image below). Use the mouse to hover over these links, which will identify the transaction IDs and
notice due dates for each revoked credit transactions.

3. To print the notice, click on the Print button. The disclosure notice will load into a separate window.

Note: When multiple transactions within the claim have been revoked, a dialog box will display where
you may selectively choose the transactions to include on the notice.

it | Multiple Tran
Notice Print

Multiple Transaction Select

Select TranlD Tran Date Inv Complete SEC Code Tran Amt Awth Ami Recovered Amt Merchant Mod Date

1018514 08132013 §55.00 50.00 50.00 test 08/22/2013

1018512 08192013 $150.00 50.00 50.00 Testing 082212013

4. From this window the notice may be printed using the Print menu option.

5. Once the disclosure notice is printed, the Notification Sent date field in the Notices grid will
automatically populate with the current date. If the notice was printed/issued prior to the current date,
enter the date and select the Save button.

After the notice has been printed, the Notice Sent date in the Claim Investigation tab will be updated with
the printed date.
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Print the Final Credit Disclosure Notice

In order to print this notice, you will need to proceed to the Notices tab. Following is an image of the features behind
this tab.

Provionm Crest Promsional Cradit l=! SOVRa2N S JOR6RE1S {saz22e1y [ e

Muln Tran Revoke Mudti Tran Revoke ' Hatioie hnues Mulnpte Edu P
Fral- Provmen s Cradt Revabed Fingt - Provsional Crede Revoked : - sa2a2e saT2813 [ R oy it

From the Final Notice Type drop down menu, select Make Provisional Final.

Click on the Print button. The disclosure notice will load into a separate window.

From this window the notice may be printed using the File/Print menu option.

Once the disclosure notice is printed, the Notification Sent date field in the Notices grid will
automatically populate with the current date. If the notice was printed/issued prior to the current date,
enter the date and select the Save button.

POONME

After the notice has been printed, the Notice Sent date in the Account Credit Worksheet will be
updated with the printed date.

Fimal Credit
Credit Due:  11/2062013

Credit lssued: | 08/22/2013

Credit Motice Due:  08/27/2013
Motice Sent:  08/22/2013

Printing other / custom notices
There are additional notices that may be issued:

e Written Statement — if the bank requires written confirmation from the customer that the information
submitted is subject to penalty of perjury. This is also known as the WSUPP (Written Statement Under
Penalty of Perjury.)

e Final — No Error — prior to issuing Provisional Credit, the institution may deem this claim as no error.
This disclosure notice may be printed.

e Withdrawn — prior to issuing Provisional or Final Credit, the customer may request the claim to be
withdrawn. This disclosure notice may be printed.
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Print Notices for closed claims
Notices can be printed after the claim has been closed.

Note: After a claim is closed the Notification Sent date will not update when a notice is printed for a closed
claim. The last printed notice prior to closing the claim will be the only notice available to print for the
applicable Notice Type.

If a notice is printed / reprinted, the action is tracked in the History tab; refer to the image below.

Claim ID: 1018205
Claien Typa: Lost o Stolen ACcass Davice
s

Prov Credt Kotce Printed
Clarr closed

Pow Crasehulos Prrtes  afm—

History tab

An audit of the claim events such as created date, created by, when provisional and / or final credit is
calculated/issued.
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New Claim Wizard

This is another method in which to create a new claim. The wizard steps the user through each section of the
Claim Information tab and creating one transaction. Upon completing the claim creation, the claim details pages
will be displayed.

Clone a Claim

This optional feature provides the ability to create a new claim from an existing claim. Data within the following
sections of the Claim Information tab will carry over to the newly created claim:

Customer Name
Customer Address
Account Information
Claim Information
o The Claim Entered and Last Modified date fields will reflect current date in which cloning occurred.
Card/Access Device Information

o All data with the exception of the ‘Date the customer became aware access device was lost or stolen’.
The date field will be blank.

Claim data that is not carried over to the newly created claim:

The dates in the Important Dates section will reset based on the current date, but may be changed
accordingly.

Claim Notes

Transactions

Notices

History — The history will indicate the claim id from which the claim was cloned.

Access to this feature is controlled by the Clone Claim function. By default, the Admin role has been assigned this
function. This function may be assigned to additional roles, if applicable.

Following are the instructions on how to clone a claim.

1. Retrieve the claim that you wish to clone.

2. From the Customer Information tab, select the Clone Claim button.

CSI Regulatory Compliance. Page 41
WatchDOG® for Reg E



Claern 1k 1048204

[ Cononer momaton | Cemies | Atachmars | Tasactors | hccoun red irssheet | Nonces | oo

Customer Information Pantdetemsal lotes | Pret/Public Notes

Save Detads

Customer Rame
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Customer Address Cantact Information

asaress: {123 Soun st Fove: |
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Fax Namoer |

ot |

Atormae E-Mnt

The originating claim will close and the new claim will be presented on the page with a new Claim ID number. From

here, you may treat this as a new claim by adding application notes, attachments and transactions.

Change claim type on cloned claim

A change has been made to allow the claim type to be changed for a cloned claim. This feature is dependent on

the Supervisor Override function.

Once the claim has been cloned, the Claim Type field will be enabled to change the type.

Chaim Information

Cam Typg" | Lost or Stolen Access Devics [w | )
Lot of Siolen Access Davice I
[ | Perndic Statermant P

Cam Staty

Has cest alobalainns

In addition to changing the claim type, the following fields are available for editing:

e Claim Reported Date defaults to the current date

e Provisional and Final credit due dates default to blank

o Date the customer became aware access device was lost or stolen defaults to blank
e Other authorized user(s) added to the claim are retained

¢ All other data in the claim information tab will be retained
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Change claim type on existing claim

A change has been made to allow the claim type to be changed for an existing claim where credit has not been
issued. This feature is dependent on the Supervisor Override function.

To change the claim type for an existing claim, follow these steps:

1. Search for an existing claim where credit has not been issued.
2. Select the desired claim.
3. Inthe Customer Information section, change the Claim type.

A warning message is displayed after the claim type has been changed for an existing claim that has transactions; please refer to
the image below. The message explains that the change will automatically save the claim and it will also adjust the transaction
amount(s) and transaction claim reason(s) accordingly, based on the scenarios below.

fammwwwﬂ

{ = -
Message from webpage ‘ @ :

Changing the claim type automatically saves the claim and may result
l % in adjustments to the transaction amount(s) and transaction claim
reason(s).

Changing the claim type could affect existing transaction reasons, or existing transaction amounts depending on the transactional
data and the value of the claim type. See 1 & 2 below:

1. Initial claim type is Lost or stolen Access Device and it is changed to a Periodic Statement:

e The transactions will retain the transaction reason of Unauthorized, unless the SEC Code is
ATM. In this case the transaction reason will be set to Incorrect Amount.

e The transaction amount will remain in the Amount field.

2. Initial claim type is Periodic Statement and it is changed to Lost or Stolen Access Device:

e |f the transaction reason for any of the transactions is set to Incorrect Amount, then the
difference between the Amount field and the Unauthorized Amount field will be placed in
the Amount field.
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Reports

This section currently consists of seven reports where each is explained below.

john
[reset password] | [logout]

Reporix

Tickier Report
Claim History
Claim Summary

Final Credit Report
Claim Export
Role Function Report

User Role Report
User Audit Report

Tickler Report

Based on the selected search criteria, this report is used to identify the next action item due for active claims for the
next 30 days.

—

Sl Type [ 5ot Types - Accoutt Tye | o
EndDate | 0222013 [ )1] Next Acssn Due | A1

il ) e -

81 Complance Sate Reponts (Copyrghe & 20012013 CS)

Tickler Report

for WatchDOG RegE
Claim 1D Last Name First Name Claim Date Modified By Date Modified Action Required Due Date
1018202  Wilsaon oar2272013 087222013 Notice {Firsal) 082772013

1018201 Jones 062272013 087222013 Prov. Credt 087292013

2018 2l LEUE

Following is a brief description of each of the search fields.
Claim Type — defaults to ‘Both Types’. The options are Lost or Stolen Access Device and Periodic Statement.

Start Date and End Date — the default set the Start Date to the current date; the End Date is the Start Date plus 30
calendar days.

Account Type — defaults to ‘Both’. The options are Checking and Savings.
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Next Item Due — defaults to ‘All’. The options are as follows:

Provisional Credit Due
Provisional Credit Notice
Final Credit Due

Final Credit Notice

e Credit Revoked Notice
e Close Claim

Run the Tickler Report
1. To run the report, simply accept the default settings, or use the field controls to change the selections.
2. Click on the Search button to display a new set of results.
3. Click on the Clear button to return the search settings back to the defaults.
4. To print the report, see the Print Reports instructions following the Reports section.

Claim History

Claim actions such as the date the claim was created, status changes, dates notices were printed, as well as dates on
which the provisional and final credit are calculated and issued are audited within the application. As a result, this
reporting option can be used to identify the history for a particular claim or group of claims, based on the selected
search criteria.

T | Start Dol | 00152913 End Dale | sa220013 User Name

Henshog Sy Cars © dagarss 3l sther semrch crteim)

ofd » M ; 1 " -

C51 Complanca Sate Regorts (Copyright & 20012013 €305

/ Claim History Report
for WaschDOG Regé /
1018301 SN MPY Opes Cieen Created

1018201 Opes Transecten Created 10123607

1018202 022NN pn Open Cimim Created

Following is a brief description of each of the search fields.
Claim ID - enter the claim id number to search for a particular claim.

Start Date and End Date — the default Start Date is set to 7 days prior to the current date; the End Date is set to the
current date. Use the calendar controls to change the date range.

User Name — To search for claims created by a particular user, select the user’s login id from this drop down menu.

Run the Claim History Report
1. To run the report, simply accept the default settings, or use the field controls to change the selections.
2. Click on the Search button to display a new set of results.

CSI Regulatory Compliance. Page 45
WatchDOG® for Reg E



3. Click on the Clear button to return the search settings back to the defaults.
4. To print the report, see the Print Reports instructions following the Reports section.

Claim Summary

Based on the search criteria, a summary listing of claims is returned where the current claim status is included. In
addition, the Claim ID serves as a link to retrieve the claim.

Last Yiare Frst e
Accoust Wurter | Arzeutd Type [ St =
Suart Date |b" 1 EndDam I'.;'_:'.‘r:mr Dlm Type: | Doth Types " ed
tamoO Comen Statuy | 00 iwl
(Samciing by Clar © dureganiy ol sther aearcs cterm| : =
Creates By | Te) weatessy | - Tax 0 (354}

Search

of 1 i » d | 5 o -

CSi Complatce Sute Regorts (Copyright © 2001-2013 CS)

Claim Summary Report

for WarchDOG ...y._]l

Claim 1D Claim Type First Name  Last Name  Claim Provisional Final Credis Modified Date Created Created  Claim
Reported  Credit Due  Due By Modified By Date Status
1096205 Lot or Steler ET oty 0223013 QNOED 1S 11202013 ehn 08222013 jpan 05222013  Cleses
Accens Device
IDIOY  Lostor Stslen Jane Smen pz2e012 08052912 03082013 xhn UAZIZ013 hn 08222013 Open
Access Device

Following is a brief description of each of the search fields.

Last Name and First Name fields — by default, the field is blank.

Account Number — by default, the field is blank.

Account Type — defaults to ‘Both’. The options are Checking and Savings.

Start Date and End Date — the Start Date is set to seven days prior to the End Date, which is the current date.

Claim Type — the default is set to Both; the other two options are Lost or Stolen Access Device and Periodic
Statement.

Claim ID — by default, the field is blank. If data is entered in this field, the other search fields will be ignored when
the search is executed.

Claim Status — defaults to ‘All’. The options are Open, Closed, and Bank Withdrawn.
Created By — defaults to blank. The options will be all users who have been created as users.
Modified By — defaults to blank. The options will be all users who have been created as users.

Tax ID (SSN) — defaults to blank. Optionally, enter the tax id to search.
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Run the Summary Report

1. To run the report, simply accept the default settings, or use the field controls to change the selections.
2. Click on the Search button to display a new set of results.

3. Click on the Clear button to return the search settings back to the defaults.

4. To print the report, see the Print Reports instructions following the Reports section.

Final Credit Amount Report

Based on the selected search criteria, this report details the customer and bank liability amounts for a single claim or
multiple claims. Claims appear on this report only after final credit has been issued.

Last Neme First hume: |
Accourt Nuttier Abzmurt Type. | Eor -
SwOste | 02152013 55 EndDete | 02z200 T G Typw | Bt Typas L=l
CanD Tl Staton: | 21 -
{Saarchieg by Claim © giregards sF atver 3asrch crtera)
Creates By - Maafed By - Tas OSSN |
arch Cles
af 1 i ’ | o -

CSI Corptancs Sette Repatts (Copprght © 20012013 CS)

Final Credit Report

toe WatchDOG Ragh

Claim 1D Claim Date  Customer Name Tran, Amt. Ad). Feas & Cust. RogE  Cust. Trans, Bank RegE  Bank Assemed  Recovered

Interes Liability Liability Liabifity Liabikty Amount

1018303 BAR22013 Heary Waaon 20 ¢ 0 s o0 22000 oot 000

1018205 02222013 54 Goearan 45590 300 'm0 L0 =008 bos 000

Following is a brief description of each of the search fields.

Last Name and First Name fields — by default, the field is blank.

Account Number — by default, the field is blank.

Account Type — by default, the value is set to ‘Both’. The other two options are Checking and Savings.

Start Date and End Date — the Start Date is set to seven days prior to the End Date, which is the current date.

Claim Type — by default, the value is set to Both Types. The other two options are Lost or Stolen Device and Periodic
Statement.

Claim ID — by default, the field is blank. If data is entered in this field, the other search fields will be ignored when
the search is executed.

Claim Status — defaults to ‘All’. The options are Open, Closed and Bank Withdrawn.
Created By — defaults to blank. The options will be all users who have been created as users.
Modified By — defaults to blank. The options will be all users who have been created as users.
Tax ID (SSN) — defaults to blank. Optionally, enter the tax id to search.
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Run the Final Claim Amount Report

1. To run the report, simply accept the default settings, or use the field controls to change the selections.
2. Click on the Search button to display a new set of results.

3. Click on the Clear button to return the search settings back to the defaults.

4. To print the report, see the Print Reports instructions following the Reports section.

Claim Export Reports

Here, there are two options to export the claim details for a single or multiple claims to a Microsoft® Excel
spreadsheet. In addition, an option to export the claim details, including the transaction details.

Export Claims Only — export all the claim details, minus the transaction information.

Export All — export all the claim details, including the transaction and merchant details.

Lt Nprrw

Accourt Nuroer

S Date f';.-,xer:-.u: £t Date: | 08222013

Chm D
[Searchng Iy Clam © daregecds al other cearcd ordera |

Crestas By [v] wostetsy |

Following is a brief description of each of the search fields.

Last Name and First Name fields — by default, the field is blank.

Account Number — by default, the field is blank.

Account Type — by default, the value is set to ‘Both’. The other two options are Checking and Savings.

Start Date and End Date — the Start Date is set to seven days prior to the End Date, which is the current date.

Claim Type — by default, the value is set to Both Types. The other two options are Lost or Stolen Device and Periodic
Statement.

Claim ID — by default, the field is blank. If data is entered in this field, the other search fields will be ignored when
the search is executed.

Claim Status — defaults to ‘All’. The options are Open, Closed and Bank Withdrawn.
Created By — by default, the field is blank. Use this field to export claim(s) created by a particular user.
Modified By — by default, the field is blank. Use this field to export claim(s) that were modified by a particular user.

Tax ID (SSN) — by default, the field is blank. To export a claim for a particular SSN, enter the number to search.
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Run the Claim Export

1. To run the report, simply accept the default settings, or use the field controls to change the selections.

2. Click on the Export Claims Only or Export All button.

3. The results of the search may be opened or saved onto your local network, using the Windows save
controls.

Note: Use the Clear button to return the search fields back to the defaults.

Role Function Report
Use this report to identify the functions that are assigned to all the roles.

There are no search fields associated with this particular report. When the link is selected, the report will display all
the results. See the example image below:

Role Function Report
of 1 Il & Find | Next - @3

CEl Compliance Suite Reports (Copyright @ 2001-2013 CSly

Role Function Report
for WatchDOG RegE

Role Name Role Description Function Name Status Date Modified

REGE &dmin Role Attachment Management 082213 2:06 PM
REGE Admin Role Attachment View 0872213 2:06 PK
REGE &dmin Role Chargeback Report 082213 2:06 PM
REGE Admin Role Claim Creator 0872213 2:06 PK
REGE Admin Role Claim Editor 08/2213 2:06 PN
REGE Admin Role Claim Export Report 0872213 2:06 PM

REGE &dmin Role Claim History Report 082213 2:06 PM
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User Role Report
Identifies the user and roles they are assigned.

There are no search fields associated with this particular report. When the link is selected, the report will display all
the results. See the example image below:

User Role Report

A Find | Mext = G

CSl Compliance Suite Reports (Copyright ® 2001-2013 C3I)

User Role Report

for WatchDOG RegE

User Name Last Name First Name Middle Status  Effective Role Name
Name Date

0872272013 ADMIN

0872272013 ADKIN

Print Reports
In order to print any of the reports, use the Print control to export the results as a PDF or Excel document.

4 4 1 of1 [kl & Find | Next (= N G
\ / CSl Compliance Suite Nrtsﬂ:/uw'lt@ 2001 Excel |
PDF
Use to page User Role Repor Word
through the results Use to-search for- - -
particular data. Use to select the PDF
or Excel format.
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Administrative Tasks

Navigating within the Administration
To view Administration options, click the Administration header in the Navigation pane.

john

freset password] | [logoufl

Users

Reset Password

Roles

Role Assignment

Configuration Seffings

Notice Builder

Password Management

The Administration menu contains the following selections, based on the application modules purchased, user
role, and role function assignment:
e Users — Add or edit information pertaining to users of the Reg E application.
Reset Password - Reset user password for current Reg E users.
Roles - Opens Role Management page to add or edit existing roles.
Role Assignment — Used to assign roles or view currently assigned roles/functions to a user.
Configuration Settings- this allows the administrator to configure liability amounts for on-time and late
amounts. In addition, the Provisional Credit Timeframe (in days) for Visa and Mastercard may be
defined.
e Notice Builder — This enables the creation and maintenance of final and provisional credit notices to be
sent to customers. In addition, custom notices may be created.

User Administrator Role

As part of your new company setup, CSI Regulatory Compliance assigns a system administrator for your
company with the User ID and role name “ADMIN.” The Admin role has full privileges (privileges to use all
the Reg E application functions) and has the ability to set up other users.

The ADMIN role and user may not be edited. If you want to work

with administrator roles, create one or more new administrator roles

to work with.

Additional Administrators
As previously stated, the application comes with one default Admin role and user. It is recommended that
additional users be set up as administrators to the application, for backup purposes.
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Functions
This list contains all Reg E functions.

Attachment Management — Allows for the uploading and deletion of documents per claim.
Attachment View — Allows for read only access of documents that have been uploaded for the claim.
This function is not available by default.

Claim Creator — Enables the user to access the Create New Claim link, which is necessary to add a
claim to the system. This must be used in conjunction with the Claim Editor function.

Claim Editor — Allows users to modify an existing claim. This must be used in conjunction with the
Claim Creator function.

Claim Export Report — Allows users to export the details of claims to a Microsoft® Excel spreadsheet.
Claim History Report — Enables the user to report on the historical events of a claim(s).

Claim Summary Report — Displays the Claim Summary report link under the Report section in the
menu. This is where users can enter filter criteria to return the corresponding claim information.
Client Configuration — Assign this function to enable access to the Configuration settings link.

Other Notices — Assign this function to enable users to print the custom notices created by your
institution.

Dashboard Access — If the user has this function, they will see all the active claims in the system
displayed upon logon in the dashboard view.

Default Notices — Assign this function to enable users to print the default notices.

Edit Closed Claims — Users with this function can open a closed claim.

Final Credit Report — Enables the user to report on the final claim liabilities amounts per claim or for a
group of claims based on search criteria.

New Claim Wizard — Allows users to create claims via the New Claim Wizard. This can be used in
conjunction with or independent of the Claim Creator.

Notice Builder — Allows access to the Notice Builder link under the Administrator section of the menu
for maintenance of customer notices.

Password Management — Provides access to define password complexity/enforcement attributes.
Role Function Report — Assign this function to provide access to the Role Function Report in the
Reports page.

Search Claims — Enables the Search Claims link under Claim Management menu option so users can
query to entered claims to display.

Supervisor Override — Enables the editing of the Claim Reported Date field until credit has been
issued.

Tickler Report — Activates the Tickler report under the reports menu so the user can filter entered
claims to see upcoming due dates for these claims.

User Admin — Ability to create/delete/modify all users’ access to the application.

User Role Report - Assign this function to provide access to the User Role Report in the Reports page.
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Managing Roles

What is a role? A role grants access privileges to a user and enables the user to carry out one or more functions.
It does not matter how many roles you create, but make sure that each function that you want to use is assigned
to arole. Users must have at least one role in order to be able to use the Reg E application.

Before you create roles, we recommend that you plan ahead and
create a setup and naming convention that follows your company’s
policies. Initial planning can save time and prevent having to rename
roles, change role assignments, etc.

Creating Roles

Create roles for the functions assigned to your company. You may use whatever naming convention you wish.
Note: Both the role and the user must have Active status for the role to be functional.

1. From the Administration Navigation pane, select Roles to access the Roles Management page.

john
[reset password] | [logoutl

Reset Password

Roles

Role Assignment
Configuration Settings

Notice Builder

Password Management

2. This opens the Role Details page that lists the Roles that have been created. Select a role and view the
role details by clicking on the role name. In the following example, only the role “ADMIN” appears —
this role was setup for your company during installation.

Az hiww Ao

Enis Harms Roim Deacriphon Bcten Dacs Mcdified

All the functions for the services your company has subscribed to are assigned to ADMIN. You, as an
administrator, must have all functions assigned to you in order for you to assign the functions to other users.
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3. Click Add New Role to open the Role Details page. You now begin creating new roles and assigning
the appropriate functions.

Roks Management

= dd New Roke
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4. Complete the Role Details section, making sure that Active is checked.
5. Inthe Available Functions section, select the function(s), then click >> to assign the function.
The function(s) you assigned now appear(s) in the Assigned Functions section.

6. Click Save. Once the role and assignment are successfully saved, the new role appears in the Role
Management page.
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Deactivating Roles
e To deactivate a role, deselect the Active checkbox, located in the Role Details section.

Deleting Roles

Before deleting a role, identify the value of the role and how it affects users where this role is already assigned.
Once a role has been deleted, it is removed from the user assignments.
Note: Once arole is deleted, the role name may not be used again.

e Click Delete in the Role Details Page.
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Assigning Roles

After you create the roles for your company, you can now assign these roles to users. We recommend you
create one or more Administrators as a backup. By default, the Admin role is automatically assigned to the
default Admin user account when your institution account is set up.

1. Inthe Administration Navigation pane, select Role Assignment.

59 Navigation

john
[reset password] | [logout]

laim Management
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2. Select the name of the user to be assigned a role.
3. Inthe Available Roles section, select the role you are assigning, and then click >>.
4. Click Save Assignments to save the role assignment for the given user.
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Working with User Management

Users that have the function “User Admin” will be able to navigate to the User Management pages in order to
manage Users.

Password Requirements

e Passwords must consist of at least 6, and no more than 15, alphanumeric characters.
e All passwords are case sensitive.

e Passwords must have at least 1 upper case, 1 lower case, and 1 numeric character. For example,
“YourPasswordl.”

e Passwords expire every 180 days and must be reset.

Adding or Modifying a User

1. Click Users in the Navigation pane (under Administration). This opens the User Search page. A paged
list of all users sorted by user name is displayed.

2. Click Add New User to open the User Details page to add a new user.
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3. Inthe User Logon section, enter the User Name and temporary Password. Make sure the password
meets the password requirements described above.

Note: The user will be prompted to change their password upon logging in to the application.
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4. Inthe Contact Information section, the Last Name, First Name and Email fields are required; enter any

additional information if you’d like to.

In the Account Access section, make sure that the Active checkbox is checked.

6. Inthe Date Information section, accept the default date (the date you create the user) or enter a
different date. Enter an expiration date if applicable. The user will be unable to login after the “Expired
Date” takes effect.

7. Click Save. A message appears confirming the user successfully updated.

o

Deactivating Users

e To deactivate a user, deselect the Active button in the User Management page to place the user in
inactive status.

Account Access ‘/

Last Login Date: 082212013 4:48 PN User no longer active —
Active deselected

In the User list grid, the user will remain in the list, but the Active status will be set to No.

Default Configuration Settings

This page consists of six tabs where settings such as tier liability amounts, the timeframes to issue provisional
and final credit due dates, and margins as well as any header and footer information are defined. This link will
be available only to users that have the client configuration function assigned to them via a role.

To access this feature, click on the Administration section of the menu.

In the Navigation pane, select the Configuration Settings link, where we will review the information within each tab.

h, % hovnjotion EIC

g T~

m Llalahty Limsls Prirasionat Cridni Setlngs

Nodcus | Oesgoumons

Finad Crudit Summgs O Optons

15000

$500.0

Liability Limits
Modify either the On-Time Liability Amount or the Late Liability Amount where the On-Time Liability Amount
cannot exceed $50.00; the Late Liability Amount cannot exceed $500.00.

Note: These amounts are reflected for claims on the Account Credit Worksheet.
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Provisional Credit Settings

If your institution processes Visa or MasterCard debit cards, then the applicable Provisional Credit Timeframe
fields must be defined. Neither field will accept a value greater than 10.

Click the Save button to retain the settings.
A message will display confirming the save.

Final Credit Settings

This configuration option has been added to specify the maximum number of days from the Claim Reported date that
final credit must be issued. Reg E allows 90 calendar days (for new accounts and SEC codes of POS and IAT) for
final resolution (if provisional credit is issued). Depending on the card type, Visa/MasterCard, the duration could
change to 45 days for resolution regardless of the transaction type or if they are a new customer. This configuration
option allows the bank to comply with Visa or other compliance needs.

By default, the fields will be blank to follow RegE.
Important Note: To follow the Reg E compliance, please leave the fields blank.

Notices
This page provides the fields to define the margins, headers and footers for the notices.

By default, the margins will be set to .625 inches, which is equal to 5/8 inches. The Left, Right and Bottom margin
drop down menu contains eight (8) selection options; please see the following chart for unit of measurement
equivalents:

Menu Option Equivalent to 8" inch measurement
125 1/8
25 2/8
375 3/8
5 4/8
625 5/8
15 6/8
875 7/8
1 8/8
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Header and Footer Settings

These optional settings are used to insert an image*, text or create extra space for printing on letterhead paper as the
header or footer.

*Prior to the configuration of the images, the image must be submitted to CSI Regulatory Compliance to be posted to
the web site.

In the following image, the Header and Footer are configured to be included on the disclosure notices. Let’s review
each field in this example.

Lisbéity Lenits Provisional Credit Sefiings | Final Credd Settings Notices Dispositions Other Cptions
Notice Margins
Rght 125 ~ Left 125in, = Too 125m. ~« Doton 125in  *
Heaser Settings footer Settings
Use Hesdar un Heticas Jaw Fooler on Nodcms

Type Tyne

Hugit 7TZ ports « 1 nch. Haght (T2 paints « 1 nch)

Header Text Fooler Text

fort Soe (1em=12p8) fonl Sze (fems12p0)

Fort hare Fonl Nars

mage Tap 71 sorin » 1 nch mage Tog (72 parta » | NcH

mage Le®t (72 powrta = 1 nch roge Left (72 painta = 1 ach)

Save Preqiew POF
RTINS e 2 pr—— - o . PRSI s PN AN e TN

Notice Header Settings
In the above image, the Header has been configured to insert an image. Following is a brief description of each field.

Type — The options are Image, Text or Letterhead. If Image is selected, the Font Size and Font Name fields are
disabled because these are associated to text only. Likewise, if the Text is selected, the image fields are disabled. If
Letterhead is selected, only the Height field is available. This particular field will create extra space at the top of the
page to allow for printing on letterhead where the institution logo might reside.

Image Filename — This field will appear if the Type field is set to Image. Input the name of the image where the
extension is required. Images must be in JPG, GIF, BMP, or PNG format.

Height — The value in this field defines the height of the header; the header is located within the margin area (see the
section above labeled ‘Notice Margins’). The value entered in this field cannot exceed the Top margin value defined
in the Notice Margins section. The unit of measure for the value is based on points where 72 points equal 1 inch.

Image Top — The value entered in this field defines the top position of the image within the top margin space. In the
above image, the value is set to 0, which will position the image at the top most point of the margin. To increase the
space between the top of the margin and the top of the image, change the value accordingly.
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Image Left — The value entered in this field defines the left position of the image within the top margin space. In the
above image, the value is set to O, which will position the image at the farthest left point of the margin. To position the
image farther to the right, change the value accordingly.

Notice Footer Settings
In the above image, the Footer has been configured to insert text. Following is a brief description of each field.

Type — The options are Image, Text or Letterhead. If Image is selected, the Font Size and Font Name fields are
disabled because these are associated to text only. Likewise, if the Text is selected, the image fields are disabled. If
Letterhead is selected, only the Height field is available. This particular field will create extra space at the bottom of
the page to allow for printing on letterhead where the institution logo might reside.

Image Filename — This field will appear if the Type field is set to Image. Input the name of the image where the
extension is required. Images must be in JPG, GIF, BMP, or PNG format.

Height — the value in this field defines the height of the header; the header is located within the margin area (see the
section above labeled ‘Notice Margins’). The value entered in this field cannot exceed the Top margin value defined
in the Notice Margins section. The unit of measure for the value is based on points where 72 points equal 1 inch.

Footer Text — input the text to appear within the footer.

Font Size — select the size of the text. The unit of measure used is ‘em’, which is approximately the same as 12 point
type. Following is the list of available ‘em’ sizes...

6;.8,1,1.2;14,16;18;2
(Based on the point system, these range from 6 to 24 points)

Font Name — select the font to assign to the text.
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Custom Transaction Dispositions

This is an optional feature that may be used to manage system generated as well as custom dispositions for
transactions. This feature is controlled by the Client Configuration function, which is assigned to the Admin role.
Only those users assigned to the Admin role will have access to manage the dispositions.

Reminder: Only those claims/transactions created after this release can be assigned a custom disposition.

Disposition Categories
Dispositions are now classified by two categories: System Generated and Custom.

The System Generated dispositions can be used in the investigation determination to process the claim.

The Custom dispositions will be any that are created by users, with access, at your institution.

Disposition Specifics
Prior to reviewing a list of details regarding this new functionality, let’s take a look at the applicable page where the
dispositions are managed.

Following is a list of details that will be important to know should your institution take advantage of this feature:

e [f the settings for this feature are not changed, then the application will function as normal.
e The system generated dispositions may be enabled or disabled.

e A custom disposition may be set as the default. When a disposition is set as the default, this disposition will be
displayed when the transaction is first displayed on the transaction investigation screen. When a new default
is set, the previously defined default will be automatically switched off as the default.

e Ifanew default is set, this will not change for existing transactions. The default will be set for those
transactions created after the change.
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Creating Custom Dispositions
This section contains of the instructions on how to create a custom disposition.

1. Click on the Configuration Settings link.
2. Click on the Dispositions tab.

3. Click on the Add button. See the following image for the default settings, which may be changed per
disposition.

Transaction Dispositions Save | Cancel

Transaction Dispositions

Dizposition Name:
Liable Party:

Hint Text:

Rewvoke Action:
Enabled:
Default:

4. Inthe Disposition Name field, enter a name. This is an alphanumeric field that accepts up to 50 characters.

In the Hint Text field, optionally enter a description up to 200 characters. This text can assist in explaining to
your staff how and when to use this disposition.

6. If the disposition is to be used for reflecting a transaction that is revoked, select the Revoke Action checkbox.

7. By default, the Enabled checkbox is selected. If not selected, the disposition will be disabled and will not be
available in the Disposition drop down menu on the Investigation tab of the Transaction Details page.

8. The Default option is not checked. Selecting this option would set this as the default disposition for all
transactions created after this changed have been saved.

CSI Regulatory Compliance. Page 62
WatchDOG® for Reg E



Transaction Dispositions

Transaction Dispositions

Dizposition Mame: ATH Malfunctions

Liable Party: Bank :

Apply this as the final disposition when incorrect »
Hint Text: amount of money was not disbursed from the
ATM| 5

Rewvoke Action:

Enabled:
Default; [

9. Select the Save button to retain the settings. Upon saving, this box will close and you will be returned to the
Disposition list.

The newly created disposition will be placed in the list of dispositions.

ATM Maltuactons

Cumtervar Asthiooges - Provisensl luvet ausd Cumterrar e Yae

)
4

Varceart Crwsted - To Custarmer wetrrer Yan . ‘e o
Aeyokes Provisensl - Customer Autrorized Cimizner Yes Yes b
L

andl - Nerchan Credied Custamay

Wihaoryen . By Bk Cumiarmer Yo o %

W dryan - By Customer

Edit an Existing Disposition
Modifications may be made to the custom dispositions. If edited, the Disposition Name and Hint Text will be
reflected in existing transactions where it is assigned as well as new transactions created after the changes. If

the Liable Party, Revoke Action, Enabled and Default are changed, then those changes will be made in new
transactions.

1. From the Transaction Dispositions list, click on the Edit button of the disposition you wish to edit.
2. Make the necessary changes and select the Save button.
3. To close the window without saving changes, select the Cancel button.
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Assigning a Custom Disposition

Like the system generated dispositions, the custom dispositions are assigned via the Investigation tab on the
Transaction Details page.

Transaction Investigation

Trarsacton Dalne

Fivessgaien Corgie V| "'""v""'mloa«:::m: 7

Cwsceter | ATV anncisns > Revake Date I

Ferpbe Hotioe Due:
Ravone Nooce Sent

e Teat

When credit is calculated and issued, the liability will be associated to the party as defined in the disposition setup.

Other Options
Please see Appendix C of this document for detailed instructions on each feature within this tab.
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Manage Disclosure Notices
Purpose: To maintain the Provisional and Final Credit customer notices as well as creates custom notices.

The notice builder consists of an enhanced rich text design editor which facilitates different fonts, bolding,
italics, etc. In addition, users familiar with HTML can create notices in an HTML format.

With the Design Editor, the text of the notice may be formatted with varying font types and sizes as well as aligning

blocks of text to left, center or right.

Note: The maximum amount of characters allowed in the notice is 48,000.

See the following image for a snapshot of the notice builder layout.

Notice Butder

Editing: Final - Provisional Credit Issued

|2 A S DD C T R Vo A iz ]

(8 B J Ude EE DWW RE|A 7| KA zom -8 |

ACCOUNT CREDIT
ACCOUNT NUMBER
ACCOUNT TYPE

ADDRESS LINE 1

ADDRESS LIME 7

ALAS

SANC ASSUMED Liatsrry
BANK LABLITY PER REG E
CARD NUMSER

CARD NUMBER (MASKED)
cry

CLAM ENTERED DATE
CLAN O

CLAN NTEREST

CLAM REPORTED DATE
CLAM TOTAL

CREDST ALVOXED DATE
CURRENT DATE

CURRENT USER
CUSTOMVER EMAR
CUSTOMER FEES
CUSTOMER LABLITY PER REG £
CUSTOMER TRARSACTION LIASLITY
FINAL CLAN TABLE

FNAL CREDIT AMOUNT

insert Face Hodder » »
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[Focurrent date)

To close the

iEMel Bank Name, Address and Phane Number hereW Design Editor
Bef 41 %t % toolbar, click in
Jofirst name%e| |%last name%

Poaddress 1% this blank space.
[%ocity%], |Fostate province %) |%zip code%|

Dear Customer,
This lefter is to inform you that we have concluded our investigation regarding your
electronic fund transfer(s) claim reported on |%claim reported date%|

Based on the facts of owr investigation, your claim is found to be valid. On [%
prowsional credit issue date%%|, a provisional credit (a temporary credit until we
completed our investigation) of $|%prov credit amount®%| was issued 1o your account
- |%eaccount number%] This provisional credit 1s now permanent

We apologize for any inconvenience this efror may have caused you

v ouestions reoardino this nofice_please contact

L= G¥— Editing is performed in Design view.

Preview POF Sav
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Notice Builder List page

The Notice Builder is located under the Administration section of the Navigation bar and is accessible for users
who are assigned the Notice Builder function. The following image shows the Notice Builder layout.

e Notice Name is the name of the Notice, which can be a custom name or the system default name

e Notice Type is the trigger that will set the next action; once the type is saved it cannot be changed. If
a trigger has not been specifically assigned then the default of Other type will be set

Note: all currently created ‘custom’ notices will be assigned as the Other type
e Enabled displays Yes if the notice is enabled for printing or No if it is not

e Default displays Yes if it is the default Notice to be printed or No if it is not

Steps to Create a New Notice

1. Click the Add button from the Notice List. The user is presented with a pop up window labeled New
Notice Name; please refer to the following image.

2. Inthe Enter name for new notice field, type in a name for the notice. The name must be unique and a
maximum length of 50 characters.

3. Select the trigger type from the Notice Type dropdown. Select the Notice Type of Other if the notice will
not need to trigger a next action.

4. Check the Enable field if the notice should be visible to print or leave unchecked if it should not be
printable for the time being.
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5. Check the Default field if the notice should be the Default Notice for that particular Notice type;
otherwise leave unchecked.

6. Click on the Save button. The Notice Builder editing window will appear for the newly created notice.
Create the notice and Save. If this is an enabled notice, it will be available for claims via the Notices tab.
Notice Builder - Design View
To apply a particular font or size to a block of text, simply highlight the text and select the desired font, size
and/or alignment position.

See the following image for a brief description of the edit options.

Row 1 |?’ 48 & 53 (B B 9 - 8- v = Normal - | Arial - 12}
Row?2||i B z Uae =E===E|EE|A-0-F-
ROW3 t}i:’ﬁZDDr‘ﬂ "I:_!|

Row 1 (left to right): Spellchecker, Find/Replace, Cut, Copy, Paste, Paste

Options (from other text editors), Undo, New Paragraph, Horizontal Rule, Default
Styles, Font, and Size

Row 2 (left to right): Select All, Bold, Italic, Underline, Strikethrough, Align Left,
Align Center, Align Right, Justified, Not Used, Indent, Outdent, Foreground Color,
Background Color, and Format Stripper (not recommended).

Row 3 (left to right): Convert to lower case, convert to upper case, Zoom and
Toggle to a full screen (or back to normal screen).

NOTE: place the cursor over each edit icon for hover help.

Prior to saving the changes, use the Preview PDF button to review how the changes will affect the printed version.

Click the Save button to retain the changes.
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Notice Builder - HTML View

In looking at the same notice above in HTML view, you will see the formatting in codes instead of design view.

Notice Builder

Editing: Final - No Error

Notice Type: 5 -
Place Holders

Important Note: If you are not familiar with HTML coding, please use the Design Editor tool to apply any design

changes.

Mo Error

ACCOUNT CREDIT
ACCOUNT NUMBER
ACCOUNT TYPE
ADDRESS LINE 1
ADDRESS LINE 2

ALAS

BANK ASSUMED LIABILITY
BANK LIABILTY PER REG E
CARD NUMBER

CARD NUMBER (MASKED)
cmy

CLAIM ENTERED DATE
CLAIN ID

CLAIM INTEREST

CLAINM REPORTED DATE
CLAIM TOTAL

CREDIT REVOKED DATE
CURRENT DATE

CURRENT USER
CUSTOMER EMAIL
CUSTOMER FEES

CUSTOMER LIABILTY PER REG E
CUSTOMER TRANSACTION LIABILITY

FINAL CLAIM TABLE

FINAL CREDIT AMOUNT

»

m

Insert Place Holder >> |

Eppin=l

Notice

<p|%current dates] < /p=

<p=&nbsp;</p=

<p={Enter Bank Name, Address and Phone Mumber here) </p =

<p=&nbsp; </p=

<p=|¥first name%:| |3last name | </p=

<p>|%address 1% < /fp>

<p=|%ecity%e], |Yestate province3t| |%zip code®e|</p=

<p=8&nbsp; </p=>

<p>Dear Customer, </p=

<p>This letter is to inform you that we have conduded our investigation regarding your electronic fund transfer{s) daim
reported on |%eclaim reported date3:]. </p=

<p>&nbsp;</p=

<p>Based on the facts of our investigation, we do not find that an error hias occurred. Therefore, no funds will be
deposited to your account as a result of this daim, </p=

<p=&nbsp;</p>

<p=>The evidence which was used to resalve your daim will be available to you upon request. </p=
<p>&nbsp;</p=

<p=If you have any questions regarding this notice, please contact: </p>

<p=&nbsp;</p=

<p>Bank Representative: <jp=

<p=Phone: <jp>

<p>&nbsp;</p=

/" Design | €3 HTML

Preview PDF

Custom Notices: If custom notices were created, this same process will apply.
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Appendix A — Standard Entry Class (SEC) Code

Definitions
Following is a list of definitions for the SEC codes used within the WatchDOG® for Reg E solution.

Consumer

ARC - Accounts Receivable Entry - This Standard Entry Class Code enables originators to convert to a Single Entry
ACH debit a consumer check received via the U.S. mail or at a drop box location for the payment of goods or services.
The consumer’s source document (i.e., the check) is used to collect the consumer’s routing number, account number,
check serial number and dollar amount for the transaction.

ATM - Automatic Teller Machine

BOC - Back Office Conversion Entries — This Standard Entry Class Code enables Originators, during back office
ACH processing, to convert to a Single-Entry ACH debit an eligible check received at the point of purchase or manned
bill payment location for the in-person purchase of goods or services. The Receiver’s source document (i.e., the
check) is used to collect the Receiver’s routing humber, account number, check serial number, and dollar amount for
the transaction.

CIE - Customer Initiated Entry - Customer Initiated Entries are limited to credit applications where the consumer
initiates the transfer of funds to a company for payment of funds owed to that company, typically through some type
of home banking product or bill payment service provider.

ECK - Electronic Check Conversion - Merchant captures information and returns the check to the customer.

MTE - Machine Transfer Entry - The ACH Network supports the clearing of transactions from automated teller
machines, i.e., Machine Transfer Entries (MTE).

PBR / IAT - Consumer Cross-Border Payment / International ACH Transactions - This Standard Entry Class
Code is used for the transmission of consumer cross border ACH credit and debit entries. This SEC Code allows cross-
border payments to be readily identified so that financial institutions may apply special handling requirements for
cross-border payments, as desired. The PBR format accommodates detailed information unique to cross border
payments (e.g., foreign exchange conversion, origination and destination currency, country codes, etc.).

POP - Point-of-Purchase Entry - This ACH debit application is used by originators as a method of payment for the
in-person purchase of goods or services by consumers. These Single Entry debit entries are initiated by the originator
based on a written authorization and account information drawn from the source document (a check) obtained from
the consumer at the point-of-purchase. The source document, which is voided by the merchant and returned to the
consumer at the point-of-purchase, is used to collect the consumer’s routing number, account number and check
serial number that will be used to generate the debit entry to the consumer’s account.

PPD - Prearranged Payment & Deposit Entry

= Direct Deposit (credit) - Direct deposit is a credit application that transfers funds into a consumer’s account at
the Receiving Depository Financial Institution. The funds being deposited can represent a variety of products,
such as payroll, interest, pension, dividends, etc.

= Preauthorized Bill Payment (debit) - Preauthorized payment is a debit application. Companies with billing
operations may participate in the ACH through the electronic transfer (direct debit) of bill payment entries.
Through standing authorizations, the consumer grants the company authority to initiate periodic charges to
his or her account as bills become due. This concept has met with appreciable success in situations where the
recurring bills are regular and do not vary in amount — insurance premiums, mortgage payments, and
installment loan payments being the most prominent examples. Standing authorizations have also been
successful for bills where the amount does vary, such as utility payments.
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POS - Point of Sale Entry/Shared Network Transaction - These two Standard Entry Class Codes represent point
of sale debit applications in either a shared (SHR) or non-shared (POS) environment. These transactions are most
often initiated by the consumer via a plastic access card.

RCK - Re-presented Check Entry - A Re-presented Check Entry is a Single Entry ACH debit application used by
originators to re-present a check that has been processed through the check collection system and returned because
of insufficient or uncollected funds.

TEL - Telephone-Initiated Entry - This Standard Entry Class Code is used for the origination of a Single Entry debit
transaction to a consumer’s account pursuant to an oral authorization obtained from the consumer via the telephone.
This type of transaction may only be originated when there is either (1) an existing relationship between the
originator and the receiver, or (2) no existing relationship between the originator and the receiver, but the receiver
has initiated the telephone call.

WEB - Internet-Initiated Entry - This Standard Entry Class Code is used for the origination of debit entries (either
Single or Recurring Entry) to a consumer’s account pursuant to an authorization that is obtained from the Receiver via
the Internet. This SEC Code helps to address unique risk issues inherent to the Internet payment environment
through requirements for added security procedures and obligations.

Corporate

CBR - Corporate Cross-Border Payment - This Standard Entry Class Code is used for the transmission of corporate
cross border ACH credit and debit entries. This SEC Code allows cross-border payments to be readily identified so that
financial institutions may apply special handling requirements for cross-border payments, as desired

CCD - Cash Concentration or Disbursement - This application, Cash Concentration or Disbursement, can be either
a credit or debit application where funds are either distributed or consolidated between corporate entities.

CTX - Corporate Trade Exchange - The Corporate Trade Exchange application supports the transfer of funds (debit
or credit) within a trading partner relationship in which a full ANSI ASC X12 message or payment related UN/EDIFACT
information is sent with the funds transfer.
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Appendix B — Password Security Management

The option to modify the complexity, expiration and the enforcement of passwords is now available via the
Password Management page. To access this page, the user must belong to a role where the Password
Management function is assigned. By default, the default Admin role is assigned this function.

The Password Management page consists of the following three sections:
e Complexity

e Expiration

e Enforcement

Coavilexty

Mremes Lacgh

Lmtimine  ® 04 OM

A oosewird ay £of be reabed Wil | 11 (0a1 DB eORdE Pave Bewr uted

e ®00 oM

Resnt csers |t £ape bebors pmavwerd eapres

CratenonTmpone o ¥ On

Prior to reviewing the steps to modify the requirements, please review the following guidelines:
e The values defined on the Password Management are the defaults, but can be modified.

e Changes to this page affect all users within your institution.

e These options are controlled by the new function — Password Management.

e By default, the new function is assigned to the Admin role. However, this function may be assigned to other
roles where applicable.

e The link to access the Password Management page is located within the Administration menu.

Complexity

The security settings in this section determine the password attributes. The requirements are enforced when
passwords are changed or created. The settings in the image below reflect the current system defaults.
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Password Management

Complexity Each field consists of
Minimum Length: IE-_El <+ hover hint text. Sim ply

position the mouse

over theiconto

display a brief

description of the

] Special characters (ex: !, 5, %, etc.) ﬁe'd

Options: Lowercase letter (a-z)

Uppercase letter (A-Z)

Numbers (0-8)

Following is a list of the complexity fields, along with a brief description of each.

Note: A brief description of each field is also accessible via the hover help hint text associated to that field.
e Minimum Length — the minimum field length is 6 and the maximum is 15.
e Options: Following is an explanation of the choices, when checked:

e Lowercase letter — requires at least one lowercase letter
e Uppercase letter — requires at least one uppercase letter
e Numbers — requires at least one number 0-9

e Special characters — requires at least one special character
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Expiration
By default, user passwords expire every 180 days from the date the password is established for the user. Should
your policy differ, the password expiration may be changed in this section.

Expiration

Duration: Passwords MUST be changed every | 180 days.

Following is a brief explanation of the Duration field.

Note: The hover help hint text also provides a brief description.

e Duration — Optionally set the value in which passwords are to expire. The valid number of days can be 1 to
365. The default duration is 180 days.

Enforcement

The settings in this section controls the enforcement of certain password security aspects such as lock out for
failed login attempts and the password history as well as the number of days to notify users of upcoming
password expiration. In addition, if enabled, the Challenge/Response offers users a self-service password reset
for forgotten passwords.

%‘;MW%WWW

Login Lock: & Qn'_) Off

Lock uger after I? unzuccessful login attempts.

Limit Reuse: @ gn'_) Off

A password may not be reused until m other passwords have been used.

Reminders: @ Qn'_) Off

Remind users I? days before password expires.

Challenge/Response: ) On '@ Off

Following is a brief explanation of each field in this section.
e Login Lock: defines the threshold for failed login attempts
e Limit Reuse: defines the number of unique passwords before an old password may be reused.
e Reminders: defines the number of days to notify users of password expiration.
e The reminder is displayed in the left navigation near the user’s login ID.
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john
[rgset password] |
[logout]

Dashbeard

Search Claims

New

e Challenge/Response: allows users a self-service password reset for forgotten passwords. By default, this
option is set to ‘Off’.

Modifying the password policy
For illustration purposes, changes have been made to the default settings; please see the following image:

Cpters

txoirenmm

) —— Changed from 6 to 8

7 Lowezase wter g ()
7| Uppercens ener 18.2) §
2 herenn 200 £)

Gpecwl tharpciere (ex " R N oem ) L)

[ Dunn Pesnoeds WIST b chapsi every | 94 awe () | 4= Changed from 180 to 90 days.
ENTOIComenmt
e lox ® 0e on
Lock user a8 | 5 semeocesetal ign stemom
LrsResae. % 0s- On
A 200D Ty A5 B8 WaReC _ CETOT CANRATION Py e Loen anee
Rewaders ® 0 0 £
Fevet usery KB Sapn SatEre paNAwErd enpaen
[ CramroaFssocne: ® 00 0N ) ] 44—  Selecting On enables this feature,

To retain the settings click the Save button. The following message will be returned:

Confirm Save

\ Warning - Any changes in the complexity region will require all users
I \ to reset their passwords. Any changes to duration may require
A some users to reset their passwords.

Cancel

As stated in the confirmation message, changes made to the Complexity section will require all users to reset
their passwords upon the next logon. Depending on the user’s password creation date, changes to the Duration
field could also initial an expired password.
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Important Note: Enabling the Challenge/Response feature causes all users to establish security questions and
answers upon the next login.

Establishing Security Questions

As mentioned in the prior section, enabling the Challenge/Response feature will require the users to establish
security questions to take advantage of the self-service reset password option.

Newly created users will be presented this option after successfully logging in and resetting their password.
Existing users will be presented the initial security questions after a successful login.

Following is an image of the Choose Security Questions:

Password Expired

a Choose Security Questions

Choose 3 different challenge guestions and provide answers to be
used for subsequent password resets.

Question 1: Select a Question El

ANwWer:

Question 2: Select a Question

AnNswWer:

Question 3: Select a Question

Answer:

Following is a list of guidelines to consider when setting up the questions/answers.

All three security questions must be selected and answered prior to a successful login.

The Question list contains 10 questions from which to choose.

Duplicate questions are not allowed, but duplicate answers are allowed.

The Answer field accepts from 1-50 alphanumeric characters.
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e Once a challenge question has been selected and answered, a checkmark is set to the right of the Answer
field.

e The default Admin user is exempt from the challenge questions/answers.

Pazsword Expired

a Choose Security Questions

Choose 3 different challenge guestions and provide answers to be
uzed for subsequent password resets.

Question 1: What is the name of your favorite childhood friend? El

Answer: Snoopy o

Question 2: What was your first pet'’s name? El

Answer: Dixie

Question 3: What is vour favorite food? El

ANswWer: Pizza

Submit Cancel

To retain the settings, click on the Submit button.
After saving, the user will be successfully logged in to the application.
If the Cancel button is selected, the settings will not be retained and the user will return to the login page.

The challenge questions/answers must be successfully set up before the user can login to the application.
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User modification of security questions

Users have the ability to modify the challenge questions and answers. Clicking on the reset password link will
display the screen as shown below.

Fasswart Pokcy

1 covtem of maat | sppercase wier
* Pesawers musl cavian af waad | Seercase ater
+ Punawsrd must covian of waat | sarter

Cptanaly, yru sy chingt ary 3f 1€ chakesje Cueves
and praveim avamerd 13 D0 waed far wbeeduey! pasamerd ash

Update 4’

As a reminder, the Security Questions section of the Reset Password page is available only if your institution
elects to implement the Challenge Questions/Answers.

Within the Security Questions section, a user can optionally modify the following:

e Change answers to existing questions
e Change any of the questions and provide answers
o When a new question is selected, the Answer field will be cleared of original answer.
o To save any modification, select the Update button.
o If changes are made to the questions and the user does not want to retain, simply select another
link in the left navigation toolbar to close this page.

Reminder: the default Admin user will be exempt from the security questions.
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Self-service Reset Passwords
Via the Challenge/Response feature, end users have the ability to reset forgotten passwords.

To take advantage of the self-service reset password feature, first supply your Company and User 1D, and then
click on the Forgot Your Password link via the Logon page.

Logon

Company: |RegE Bank

User ID: John
Password:

|:| Remember Me

__—." Forgot Your Password?

Coprinhs 21012013 Nl

Upon selecting the link, a challenge question will be displayed.

Password Forgotten

ﬂ Security Questions

Answer the security question below.

Question: What is the name of vour faveorite childhood friend?
Answer:

Submit Cancel

If the user answers this correctly, then the Reset Password page will be displayed where the user can enter a
new password.

Once the user successfully creates a new password, they will be automatically logged in to the application.

If the user does not answer the first challenge question correctly, then a second question will be provided.
The user has a total of three chances to answer a single randomly selected question in order to advance to the

Reset Password page.
If the user fails all questions, then the user needs to contact their administrator to the system.
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If the user selects the Cancel button, the focus will return to the login page.
Two important notes to Site Administrators of this application:

1. If the default Admin user attempts to use the Forgot Your Password? link, the following message will be
returned: ‘Admin must contact Support.”’

2. For institutions that do not enable the challenge questions, when users attempt to use the Forgot Your
Password? link, the following message will be returned:

Password Forgotten

oﬂccess Denied

Pleaze contact your Administrator for further assistance.
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Appendix C — Client Configurable Options

This section highlights the client configurable selections:

e Allow Business Claims

e Capture NACHA/Visa Due Dates
e Number of Rows in the Dashboard
e Written Confirmation Checkbox

e Visa Network Transaction Checkbox

Only users associated to a role where the Client Configuration function is assigned have access to enable and/or
configure these options.

The following image displays the Modify Configuration Settings page.

)
Liabity Limits Provoossl Croent Settngs Fal Cremit Setings Wovces Despositony

Othart Onpeticma

Alw Toacans Dwass
Casnan NACHANma Cos Caten
Wormer o Fwe & Desrdeers
W Conmmaess Checanon
Veritan Canfrewton Checkies Catact
Sacaare Fryseas) Craes Dewed Hasce
Ve et ant Trarsacion e

Ve Nietwurk Trermectes Chetkees Detast

By default the configurable options are disabled. The ‘Number of Rows in Dashboard’ is set to the current
default which is 10. Following are instructions to enable each feature.

Capture business names

A configurable option has been added to allow for the collection of business claim information. Enabling this
option will insert a Business Name field on the Claim Information page for both claim types. In addition,
business indicators will be included on several reports, where applicable.

Steps to enable the Allow Business Claims feature
1. In the Other Options tab, select the Yes radio button.

2. Click on the Save button. A confirmation is returned (see green arrow in image below), stating the
configuration change was successfully saved.

3. To create a business claim, click on the Create New Claim link or New Claim Wizard.
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Uabity Limits | Prowsiossi Crodit Settings | Final Crodit Settings | Hotkes Dispositions

Other Optinne
Alew Busness Clarm —’ 9 Nea [
Captere NACHAN 3 Due Dates Yes ®'ng
Heavber of Rows = Umahsoard 10 :J
Vrtten Canfymwien Checkbax Shew © e

Wetten Conlrrration Checisax Defaut
Reqars Mrovmenal Cradt Detied hates
Vina Netwark Tranaaction Chechbox Show @ Hoe

Visa tiatwork Transaction Checox Defeut

e e A e PN o \ = D im N

Creating a business claim
Once the option is configured, use either the Create New Claim or New Claim Wizard links to create a business

claim.

Important Note: for business claims, the Business Name as well as the Last Name and First Name fields is
required. Ideally, the business contact name reporting the claim will be collected. In addition, there are no
special calculations performed for business claims. The calculations follow the claim type (Lost or Stolen
Access Device and Periodic Statement) and Regulation E rules, as standard within the application.

Here, we will use the Create New Claim link to indicate the applicable fields to create a new business claim.

[annuvm‘ & v "a ]

Lot Hove = [Zeatr

1. Click on the Create New Claim link.

2. By default, the option ‘Is this a business?’ is set to No. Click on the Yes radio button. When set to Yes,
the Business Name field will display and it will be required.

3. Enter the business name and then all applicable data and process the claim as normal.
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Claim Dashboard — Identifying business claims

Business claims are indicated on the Dashboard via the ‘Bus.” column which is denoted with Yes or No. The
actual name of the business is not displayed on the Dashboard. Please see the following image as an example.

Home | Dashboard

Claim Dashboard

Action required in the next 30 days

e
08132012 08132012 Final Credit 082002012
09/24/2012 09/24/2012 Prov. Credit 10/08/2012

Search Claims — Searching and Identifying business claims

For clients who have opted to enable business claims via the configuration page, the Search Claims page has
been modified to include a business search field. The Search Results section includes a ‘Bus.’ column with a
Yes/No indicator. Please see the following image of the Search Claims fields and results.

liﬂ. Yk Besmess  mavdeel

Lowt Raww | ’
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EodDale: | 0O510013

Cam

e
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Dwsas 2y | - Matteany |

By default, both business and individual claims are selected via the Include ‘All’ search field.
To narrow down the search to just businesses or individuals:

1. Select the applicable radio button.
2. After defining any other search fields, select the Search button.

In the Search Results section, the ‘Bus.” column indicates whether the claim is a business or individual.
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Reports with business search capability

For clients who have opted to enable business claims, the following reports have been modified to allow for
business / individual claims. In addition, the results section consists of a column where the claim is identified as
a business claim.

Tickler Report

e

C5i Corgiinacs Tadte Rapen (Coparigne 8 20013813 O

Tickler Report

fox Wate h[XX

Ingf
Last Nomn Claim Dute Mudifind By Action Requued  Duw Datw
1013:2 G Wiso= 2013 I W222013 Notice (Final)
1013201 7 5 W21 f 13 Prov Crede
1013203 '] Sreh J 087222013 [’ Prov. Creda
W01 f AN Prav Crede

QL 721 L GR3es  Prog Conda

By default, both business and individual claims are selected via the Include ‘All’ search field.
To narrow down the search to just businesses or individuals:

1. Select the applicable radio button.
2. After defining any other search fields, select the Search button.

In the Search Results section, the ‘Bus.” column indicates whether the claim is a business or individual.

Claim Summary

Claitn Sarmmery Sepord
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Lont Serve | o]
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Claim Summary Report
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Claim (D Claim Type  Bos.  Fint Nome Lot Name  Claim Provivioaal Flnal Modified Dase Crooted  Ceomed  Cloim
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CORSQIT)  OMNO0N) e W2NINE o BTN Con
GRS Perotn Salemen M) OAIERST) DMBAQOTY ke o 03223813  Comn
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e

By default, both business and individual claims are selected via the Include ‘All’ search field.
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To narrow down the search to just businesses or individuals:

1. Select the applicable radio button.
2. After defining any other search fields, select the Search button.

In the Search Results section, the ‘Bus.’ column indicates whether the claim is a business or individual.

Final Credit Report

(Searceny by Cwer O Corvgards ol cther sewrsh it |
Croated ty | Tol Mot 8y | Yoo © (5201 |
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Final Credit Report
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Inturess Liakiliry Linbility Liability Assumund

By default, both business and individual claims are selected via the Include ‘All’ search field.
To narrow down the search to just businesses or individuals:

1. Select the applicable radio button.
2. After defining any other search fields, select the Search button.

In the Search Results section, the ‘Bus.” column indicates whether the claim is a business or individual.
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Capture NACHA/Visa Due Dates — Enabled

Important Note: This feature applies to Visa type claims.

If Capture NACHA/Visa Due Dates is set to Y in the configuration page, the following fields will display on the
transaction detail page:

e NACHA/Visa due date
e Chargeback Complete checkbox

e Calc NACHA Due or Calc Visa Due buttons

A user will be able to calculate NACHA or Visa due dates per transaction as well as indicate when a chargeback has been
completed. This is useful for chargeback information.

Steps to enable the Capture NACHA/Visa Due Dates feature
1. Inthe Other Options tab, select the Yes radio button that is associated to the Capture NACHA/Visa Due
Dates field.

2. Click on the Save button. A confirmation is returned (see green arrow in image below), stating the save
was successful.

3. The selection to calculate the applicable date is located in the Transaction Details page of the claim.

Canfiguraten sucoessuly saced ‘——
Laabality Limts [ Provisional Credit Settngs ] Fnat Credit Settings Notices | Oisposiions | Other Options
Other Options

Alow Busness Cava & Yes No
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Pureset o1 Rewa n Dasttaard 10 [=]

Wrsee CoeSemalinn Chacstion Show ® Hige

Verttes Confirmaton Coeckbox Defaut
feegure Froviaioral Crest Denies Notice
Vias fierwork Transaction Checkbex Show ‘B Mide

V2 Network Trarsacton Toeckbax Defautt

S R i L WINPT S8 i et
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Steps to calculate the NACHA or Visa due dates

With this option, the Calc NACHA and Visa Due date buttons are located on the Transaction Details page. At
any time during/after the transaction is created, the NACHA or Visa due date can be calculated.

Note: The NACHA or Visa Due Date is calculated based on the Transaction Date. A warning message will be
displayed if the user attempts to calculate NACHA or Visa prior to entering a Transaction Date.

Transaction Detat - Tran I 1090612 . Clawn Bk 098209

| ostais | Recuriogiuto | _imvestguton |

Transaction Detalls

Transacson Informmation

Cikri Crealed: {02.2272013 52¢ Pl by john Transactos Created: [02222013 525 PM by john
Clarm Madifed: [D223013 525 PU By pha Trasascion WsdiSeq. |08220013 525 PM By pha
Transacton Detaily . Tranaacton Amconts
SECCoge: [ATM =) Amourt+§[ S0t
ComReamn® @ ncorrect A h T Aumorized Amout * § [—z'ﬁ
Traosacton Date* | 0122013 Recoversd Amgurt § [ i

~CrargebackiRatum Deadine-
Cale NACHA Due

NACHAN A Due Date: | 02522014 (g X
‘\ Calc Vige Due

Chargeback Complets

1. Enter the required transaction data.
2. Click on the Save button to retain the data.

3. Click on the Calc NACHA Due or Calc Visa Due button; the applicable date will be automatically
populated in the NACHA/Visa Due Date field.

The dates are calculated as such:
NACHA Due Date = Transaction Date + 60 calendar days
Visa Due Date = Transaction Date + 180 calendar days

To monitor the chargeback of transactions, use the Chargeback Report (see the next section).
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Monitoring the NACHA/Visa Due Dates via the Chargeback Report
Important Note: This feature applies to Visa type claims.

The Chargeback Report provides a method in which to monitor and report on transactions where the chargeback

has or has not been completed. Access to this report is controlled by the Chargeback Report function. The
function is automatically assigned to the Admin role, but can be assigned to other roles where applicable.

G5 Coompianice Gate Seports (Capyrght © 2004900 O3

Chargeback Report

NACHA Nt Dun  Cladm 30 Bam Lot Nwenw First Mame Tramsaction Trasssction Chargoback Cluim
Daw Amount (Laza Complete Gamue

The report is accessed via the Reports menu and has four search options. Following is an explanation of each
search field.

Start Date and End Date: by default, the Start Date is set to 7 days prior to the current date; the End Date is
set to 7 days after the current date. The date fields can be modified to reflect the desired reporting period. Note
that these dates select transactions based on the NACHA/Visa due date not the transaction date.

Chargeback Complete: the available options in the drop down menu are All, Yes, and No. By default, the
option is set to All, which will return all transactions if the chargeback has been completed or not AND where
the NACHA/Visa due date has been calculated and falls within the defined reporting period.

Claim Status: the available options are to return transactions related to claims that are Closed, Open or All
(both closed and open). By default this is set to All.

Like all other reports, this can be exported to an Excel, PDF or Word document, using the Export option.

NOTE: The NACHA/Visa Due Dates and Chargeback Complete flags will be included in the Claim Export —
All Report.
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Change the number of claims displayed on the Dashboard
1. Go to the Administration section of the Navigation pane and select Configuration Settings.

2. Under the Other Options tab, select the desired number of claims to appear per page from the Number of
Rows in Dashboard dropdown.

3. Click on the Save button. Upon returning to the Dashboard, the saved changes will be reflected.
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Written Confirmation Received

Electing to utilize this feature allows the institution to withhold the issuance of provisional credit should the
customer not provide a written confirmation of unauthorized charges.

Enabling the Written Confirmation Received option
By default, this feature is set to ‘Hide’ (disabled).
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1. Toenable this feature, select the Show radio button from within the Other Options tab.
2. Set the Written Confirmation Checkbox Default to Checked or Unchecked.

If checked - when a claim is created, the provisional and final credit due dates will be calculated based
on the Claim Type, Debit Card Type, Provisional Credit Settings and whether or not the claim is for a
new or existing account.

If unchecked - when a claim is created, the provisional and final credit due dates will be calculated
based on the Claim Type, Debit Card Type, Provisional Credit Settings and whether or not the claim is
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for a new or existing account. When the user attempts to calculate Provisional Credit from the Account
Credit Worksheet, an option will be returned to allow the credit to be denied.

3. If provisional credit is denied and the checkbox shown below is checked indicating that the Provisional
Credit Denied Notice is required, the Next Action Due will be set to print the provisional credit denied
notice. The user may optionally print the denied notice. If the option shown below is set so that the
Provisional Credit Denied Notice is not required, the next action due will be set to issue final credit.

4. Select the Save button to retain the selections.

When this feature is enabled, the applicable checkbox option and associated date field will be included in the
Important Dates section of the Claim Information page.

Claims where Written Confirmation is Received

With this option enabled, the applicable fields are inserted in the Important Dates section on the Claim
Information page. In the image below, the date fields were set based on written confirmation being received in a
timely manner; in doing so, the Written Confirmation Received date field defaults to the current date. In
addition, the provisional and final credit due dates are calculated based on the number of business days, based
on the Regulation E definition.

e e e T i e A e e W O R P R S G Yy B T e o e Vel et et et S e AN et Vorcre Vel
Important Dates

@iﬂen Confirmation Received in a timety manner: v 08/28/2012 'r—D
Claim Reported:* [09/28/2012 'ﬁ Provisional Credit Due:* |[10/15/2012 'ﬁ Final Credit Due:® |10/ 5/2012 'ﬂ'

Date of stal;e_nlent on which 1=t reported transaction appearei' —'I"I_- ~ ~ 2 2

In the scenario where the written confirmation is not received by the provisional credit due date, the ‘Written
Confirmation Received in a timely manner” can be unchecked. When unchecked, the provisional and final
credit due dates will be automatically calculated to 45/90 calendar days, based on claim/transaction scenario.

For the following scenarios, the ‘Written Confirmation Received in a timely manner’ option cannot be changed:
e Closed claims

e Withdrawn claims
e Claims where credit has already been issued
Use the Tickler Report to identify claims where the written confirmation was not received.

Issuing provisional credit where the written confirmation was not received

When attempting to issue provisional credit where the written confirmation checkbox is not checked the
following message is returned (in the Account Credit Worksheet):
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Provisional Credit

Written Confirmation has not been received. Are you sure you want to issue provisional credit?

Click Yes to continue and calculate and issue provisional credit.
Click No to deny provisional credit.
Click Cancel to cancel the ocperation.

Steps on how to deny provisional credit when written confirmation is not received
In this example, we will create a Lost or Stolen Access Device claim where the Debit card type is Visa.

1. Create a new claim.

2. Populate the applicable data fields.
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3. The checkbox associated with the Written Confirmation Received field is not checked.
The Provisional Credit and Final Credit Due date fields are automatically set to 5 business days (based on the
provisional credit settings in the configuration option).
4. Save the claim.
5. In the Transactions tab, enter at least one transaction and Save.
The next action due is set to issue provisional credit.

Now, we will go to the Account Credit Worksheet to issue provisional credit.

Since the Written Confirmation has not yet been received, an indicator has been enabled next to the
Provisional and Final radio buttons.
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Claim Detail

Customer Information Claim Notes Attachments Account Credit Worksheet I

Account Credit Worksheet

& m;misinml ) Final

Now, let’s attempt to issue provisional credit.

6. Select the Provisional credit radio button. Here, a window will display with the available options in
which to proceed.
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7. To deny provisional credit, select No.
Important Note: Selecting Yes will allow the user to issue Provisional Credit, selecting Cancel will  return
the user to the worksheet without making any changes.

The next action due is set to Notice (Prov. Credit Denied). This is based on the Written Confirmation
configuration setting.

Once provisional credit has been denied, the option to issue provisional credit is disabled. A
Provisional Credit Denied event will be logged in the History tab.
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8. From the Notices tab, print the Provisional Credit Denied notice.

9. The next action due will be set to issue Final Credit.
From here, process the claim and associated transactions and issue final credit as normal.
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Tickler Report - Written Confirmation Received
Use this report to quickly identify claims where the Written Confirmation has or has not been received.

Use the new Written Confirmation Received field to report on claims where the confirmation has been received
or not received. The available options in the drop down menu are All (the default), Yes, No.

MNoerst tty Daw Woatet Acsae Regarwt Cus Cate

Note: The Confirmation Received and associated date field will be included in the Claim Export — All report.

Visa Network Transaction Checkbox

In the Other Options tab of the Configuration Settings link, a new optional feature has been added to allow your
institution to distinguish between Visa related transactions processed via the Visa Network and those processed
via other networks. The main difference between transactions processed via the Visa Network and other
networks is the number of business days in which provisional and / or final credit is issued.

By default, this feature is disabled (hide is selected).
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Enable the Visa Network feature and set defaults
1. Viathe Other Options tab, select the Show button.
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2. Inthe Visa Network Transaction Checkbox Default field, select the option of Checked or Unchecked.

Checked: will automatically default all transactions as processed via the Visa Network.

Unchecked: will automatically default all transactions as processed via a non-Visa network.

Regardless of the selection, the setting can be changed at the individual transaction level when entering
transactions.

Note: For purposes of this illustration, the default is set to Checked.

3. Viathe Provisional Credit Settings tab, set the number of business days to issue provisional credit for
transactions processed via the Visa Network and the Non-Visa Network.

Hodty Configurason Settings
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Provisional Credit Settings
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Generally, a transaction processed via the Visa Network is 5 business days; transactions processed via a non-
Visa Network can be set to a maximum of 10 business days. The values can be the same or different, depending
on your institution’s requirements.
4. Viathe Final Credit Settings tab, the Visa Network and the Non-Visa Network fields are used to set the
maximum amount of calendar days in which to issue final credit.
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Viss Hetwork el Credt Dete Cant Exceed {days. 45

Man-Visa Network Fosl Credt Date Caml Excesd (days)

Vastercard Fea) Credt Date Cant Excesd (dnys)

Other Fingi Crect Date Conl Exceed (days!

Fernaic Stotecert Tnal Credt Date Canl Exceet (days)

This field can remain blank and if so, will follow Reg E. Ideally, the final credit will be set to a maximum of 45
calendar days; the Non-Visa Network will remain blank in order to follow the Reg.
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Creating a Transaction - the Visa Network/Non-Visa Network flag

When a transaction is created for the claim, the Visa Network flag will assume the default setting. However, the
flag can be changed per transactions, where applicable.

Important Note: The Visa Network flag will not be presented for claims created via the wizard, but will
assume the default setting. However, the flag can be changed once the claim is saved.
In this example, the setting will be changed from the default.

1. Create and save a claim.

2. From the Transactions tab, create a new transaction. Here, the Visa Network Transaction flag will be
checked based on the default setting (defined in #2 in the previous section).

3. Uncheck the Visa Network option.

Tramanciion Dwtals Tramsachion Amaunts

50C Cocte | POP - Ameunt* § 350.00

traveacten Owe<[ 07012015 |

Vins Networs Trassaction 4

N . P . - . et P in
— Nl ———— -

Hecsvarnd Asoust $ |

4. Complete the data entry for the transaction and process as normal.
5. Click the Save button. If the number of business days is different for the Visa Network and the Non-Visa
Network, the following message will be displayed.

>
— Message from webpage

Checking the Visa Network Transaction box has caused the Provisional
l; Credit Due date to be recalculated.

o]

Click the OK button. The focus will return to the transaction detail page. From this page, the user can proceed
with the processing of the transaction and claim.

Important Note: If the claim has a mix of Visa Network and Non-Visa Network transactions, the Visa rules
will apply as the date for provisional credit is typically less than for non-Visa.

Next Action Due on the Dashboard

A new Action Due labeled Notice (Prov. Credit Denied) has been added to indicate when / if the provisional
credit denied notice is due.

T e AT Mt o ST P I A AP TNIN e e AT NI et T I Al TTINA e T N R e A o NA PR T AT I AT e pma T\
iy Ne Seih iare L 0T O1272013 Rotoe (Frov. Tregk Densed oWI42%13
w" i.’-“:\ prra—— M 120 sQne
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Notice Builder — Provisional Credit Denied Notice

In the Notice Builder, a new Provisional Credit Denied notice has been included. The notice contains default
language, but can be changed depending on your institution’s needs. The default notice may be modified or new
notices of this type may be created.

Notrn
* U Becurrent date%
| (Enter Bank Name. Address and Fhone Number here)
:;A\'_ ASSNED LASLITY . [efir st name%| Polast name%|

BANK LABLITY FE® REQ & | Poaddress1%)
— - ecty:], |'6state provinco®t |Wap code

arv | Dear Customer
| CLAIM ENTERED DATE

| On Peclam reported date®y, you Nked a clam that there was & withdrawal from your account

| which was unauthonzed. This k41er 1S 10 nform you that we have not receneed the signed

! dispute docurments necessary to pravide you provesional credit whele the dispated transaction is
1 being rnvestigated  Please refurn thess documents &t your eariest convenence

ISTOHGR Su | The final resolution of your ckem wil be determined as quickly as possible, but no later than %
<yl et e G i final credt due®|. You wil be notified when the claim mvestigation has boen completed
CUSTOMER TRANGBACTION LARUITY

| FINAL TLAIM TARLE

2 ¥ you hive &y Questions regarding s notce, please contact
| Degn O v

Reports modified to address Visa/Non-Visa Network flags

Claim Details: includes the provisional denied information.

Transaction Details report: includes the Visa and Non-Visa transaction flags.

Tickler Report: the Action Required column will indicate when / if the provisional credit denied notice is due.
Claim History: will indicate if the provisional credit has been denied and if the notice was printed.

Claim Export: the Visa and Non-Visa transaction flag has been added as well as the provisional credit denied
indicators.
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Technical Support and Contact Information
Please feel free to contact CSI Regulatory Compliance with any questions, concerns, or comments you may have.

All communications from our customers are always welcome and greatly appreciated.
Phone: (888) 494-8449, and press Option 3
Email: customersupport@csiweb.com
Mailing Address:
CSI Regulatory Compliance
13860 Ballantyne Corporate Place, Suite 200

Charlotte, NC 28277

CSI Regulatory Compliance. Page 97
WatchDOG® for Reg E



